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Welcome

Welcome

Welcome to the Getting Started "TIA Portal V13".

In this Getting Started, we show you an example of how to use the CPU SIMATIC S7-1500
with the TIA Portal to create an automation solution for a "color mixing plant". Video clips will
illustrate the approach for creating a solution for the automation task.

In the first part, you assemble the hardware and prepare your configuration PC.

In the second part, you configure the CPU and HMI visualization using the example of a
color mixing plant.

In addition, you can find options and extensions for your automation solutions.

Security information

S7-1500
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Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, solutions, machines, equipment and/or networks. They are
important components in a holistic industrial security concept. With this in mind, Siemens’
products and solutions undergo continuous development. Siemens recommends strongly
that you regularly check for product updates.

For the secure operation of Siemens products and solutions, it is necessary to take suitable
preventive action (e.g. cell protection concept) and integrate each component into a holistic,
state-of-the-art industrial security concept. Third-party products that may be in use should
also be considered. You can find more information about industrial security on the Internet
(http://www.siemens.com/industrialsecurity).

To stay informed about product updates as they occur, sign up for a product-specific
newsletter. You can find more information on the Internet
(http://support.automation.siemens.com).



http://www.siemens.com/industrialsecurity
http://support.automation.siemens.com/
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Automation task 1

1.1 Introduction

Introduction
In the following section, you will become familiar with the automation task.

You can find out more about the application example, the hardware configuration and the
components of the sample project.

Application example

The application example for this Getting Started is a color mixing plant for mixing and filling a
previously selected color recipe.

There are four color components for the recipe, cyan, magenta, yellow and black, which
means the colors of the CMYK color space.

Filling takes place in four steps.
® Selection of the color mixture using the HMI recipe function.

e Filling the recipe components or the four basic colors by opening the respective tank
valves.

Mixing the colors.
Filling the finished color mixture into tins and transportation by a conveyor belt.

o
——

N e e e

S$7-1500
Getting Started, 05/2014, ASE03981761-AC 7



Automation task

1.2 Sample project

Design of the hardware configuration
The hardware configuration consists of the following devices:

e The CPU 1511-1 PN with an S7-1500 load current supply, a digital input module and a
digital output module.

e HMI Panel TP1200 Comfort that can also be simulated with the TIA Portal.

e Distributed ET 200MP 1/O system with IM 155-5 PN ST interface module and digital input
and digital output modules.

e Distributed ET 200SP 1/O system with IM 155-6 PN ST interface module, digital input
modules, digital output modules and server module.

PG/PC/IPC §7-1500
TIA Portal V13 Comfort Panel
TP 1200
[ Industrial
Ethernet
(LAN)
ET 200SP | ET 200mP

1.2 Sample project

Sample project for the application

To configure the color mixing system with the TIA Portal, create the sample project
"Color_Filling_Station".

The following project components already exist for the sample project:
® The program blocks of the CPU
® The visualization of the HMI on a Comfort Panel

In this section, we will explain the relationships between the individual project components of
the sample project.

You will carry out the necessary configuration steps yourself at a later point in time.

§7-1500
8 Getting Started, 05/2014, ASE03981761-AC



Automation task

1.2 Sample project
Selecting the recipe
|
©) I
|
J Elements || Data records |
|
‘Name ‘Display name Tag I
5 Cyan Recipe_Cyan HMI_Recipe_Curr
5 Magenta Recipe_Magenta HMI_Recipe_Curr 1
= vellow Recipe_vellow HMI_Recipe_Curr... |
= Elack Recipe_Elack HMI_Recipe_Curr... 1
Color components 1 @
|
Tags_Filling_Process
‘Name ‘Data type ‘
® I 1 <[ START_FILL_RECIFE | Baal E]
hr e 1 2 <@ FILLING_VALVE_OFEN Boal
I 3 <@ VALVE_CONVEYOR_BUSY Boal
Recipe Name: a8 10 4 <@ START_CONVEYOR Boal
| [— g | 5 <@ FILLING_DONE Bool
[Bisti Prasaral [\ e No.: I 6 <@ FILLING_CONVEYOR_ET Time
| |-__ 8 7 <@ FILLING_VALVE_ET Tirne
P 1 8 <@ FILLING_COUNTER Int
NG el 1 9 @@ STOP_RESET_FILLING_PROCESS Boal
6 I 10 <@ RECIPE_CurrentValue_C Dint
5- 11 <40 RECIFE_CurrentValus_h Dint
| 12 <@ RECIFE_Currentvalue_Y Dint
4 | 1E] <@l RECIFE_CurrentValue_I< Dint
3 14 @@ RESET_FILLING_Level_C Boal
2 1 15 @@ RESET_FILLING_Level_l Boal
| 16 <@ RESET_FILLING_Level_Y Boal
1 I 17 <@ RESET_FILLING_Level It Boal
i ﬂ x il]] ‘I]] @ 18 4D ALERT_TANKS Boal
= |
o 2 I PLC tags
Color selection recipe Slider 1

S$7-1500

The HMI screen "Recipes" includes the "Color selection recipe". This is a prefabricated
object from the library of the TIA Portal. You can use this object to select data records
and to create new data records.

The data records (color mixtures) and elements (color components) are stored in the
"Recipes" HMI editor. Each color mixture consists of the four color components cyan
(C), magenta (M), yellow (Y), black (K). The proportion of each of the four color
components in a color mixture is stored in the "Recipes" editor.

The values for the respective color components are written in PLC tags when you load
a color mixture. The PLC tags are stored in the "Tags_Filling_Process" tag table of the
CPU.

The HMI screen "Recipes" also includes a slider. You use this slider to specify the
number of tins to be filled.

Getting Started, 05/2014, ASE03981761-AC 9



Automation task

1.2 Sample project

Displaying the CMYK and RGB values

Bar charts

1iSub Recipescreen()
2 'This script calls the screen "Recipes” and the screen item "RECIPE_DISPLAY".
3 'For displaying the recipe color, the SwartTags for color RGE are called.

> Network1: Convertthe current ChiY-value to a RGEvalue

The RGE value is used to display the selectad color on the HMl screen

Display
RGB value

“SCL_Convert_CMYK_TO_RGE"
EN Ellg —————————————

I
|
|
1
1
|
|
1
1
|
I “RECIPE_ “RECIPE_RGB_
1
1
|
|
1
1
|
|
1
|

currentvalue_C* — ALUE_clivi_C  VALUE_RGB_R — CONVERTR"

“RECIFE_ “RECIFE_RGE_
currentvalus_W* — Al UE_clYK_M  VALUE_RGE_G — CONVERTG"

Display RGB value Display of color
button selection

“RECIFE_ “RECIFE_RGE_

Currentvalue_Y* — AlUE_cvILY  VALUE_RGB_E — CONVERTE"
“RECIFE_

Currentvalue_K* — Al uE_cuvi_i

Program block
SCL_Convert_CMYK_RGB

4 Dim RecipeC
5iSet RecipeC = HwiRuntime.Screens("Recipes").Screenltems ("RECIPE_DISPLAY")

7

Script

§RecipeC.BackColor = RGB (SmartTags ("HNI Recipe RGE_Convert R"),SmartTags (“HMI Recipe RGE |

Recipescreen

O)
@

10

When the required color mixture is selected in the HMI screen "Recipes”, the values
are displayed in the CMYK color space by means of a bar diagram.

The color mixture can be shown with an additional display. This requires the
"Recipescreen" script to be run.

You run the "Recipescreen" script by clicking the "Display RGB Value" button. The
script assigns the RGB value assigned to the CMYK value to the display, because
CMYK values cannot be output directly on screens.

The required RGB value is calculated by the "SCL_Convert_ CMYK_TO_RGB"
program block.

§7-1500
Getting Started, 05/2014, ASE03981761-AC



Automation task

Filling the recipe

1.2 Sample project

. Fill recipe

Fill recipe button

N —

LEDs

Color tanks

O)
®
®
®

©)

Network 2:

Open the valves at the four tanks

The FBE will apen the valves at the four tanks according to the duration defined by the recipe

START_MIXING_
Frocess”

EN

"RECIFE_  RECIFE_
CurrentValue_C" — VALUE_C

"RECIFE_  RECIFE_
CurrentValue_M" — VALUE_M

"RECIFE_  RECIFE_
CurrentValue_Y" — VALUE v

"RECIFE_  RECIFE_
Currentvalue_K" — VALUE |
"START_MIXING_

Frocess” — STApT

Program block

"HUMBER_TINS" — NUMBER_TINS.

"LAD_Contral_
Color_valves_

oe"

"LAD_Control_Color_Valves"

ENO

OFEN_VALVE_
COLOR_C—1C"

OFEN_VALVE_
COLOR_M —MI"

OFEN_VALVE_
COLOR_Y =Y

OFEN_VALVE_
COLOR_Ic—11"

"VALVE_COLOR_
"VALVE_COLOR_
"VALVE_COLOR_

"VALVE_COLOR_

BUSY — "Mixing_BUSY"

DONE — "Mixing_DONE"

LAD_Control_Color_Valves

®

Network 3:

This FE calculates the new filling levels.

“CALCULATE_
FILLING_LEVELS"

EN

“HUMBER_TINS" — HUMBER_TINS
“Filling”
FillingLevel_  FILLINGLEVEL_

CMYE_C — pUT_C

“Filling"
FillingLevel_  FILLINGLEVEL.
CMYF_M — INPUT_M

"Filling"

FillinglevelL  FILLINGLEVEL
CUIYE_Y — pUT
"Filling"

Fillinglevel  FILLINGLEVEL

CMYE_K — pUT_ic

"RECIFE_  RECIFE_
Currentvalus_C" — VALUE ¢

"RECIFE_  RECIPE_
Currentvalue_W" — VALUE_WM

"RECIPE_  RECIFE_
Currentvalue_Y" — VALUE_Y

"RECIFE_  RECIFE_
Currentvalue_KK" — VALUE_K

"CALCULATE_
FILLING_LEVELS" — syapy

Program block

Calculats Filling Levels

"LAD_Tanks_
Filling_Level_

"LAD_Tanks_Filling_Level"

ElO
ALERT_
FILLING_LEVEL — "ALERT_TANKS"
*Filling"
FILLINGLEVEL_  FillinglLevel_
OUTPUT_C — CMYK_C

*Filling"

FILLINGLEVEL_  FillingLevel_
OUTFLT_K — CMYK_M
“Filling”

FILLNGLEVEL_  FillingLevel_

OQUTPUT_Y — CMYIY

“Filling”
FILLINGLEVEL_  FillingLevel_
OUTPUT_K — CMYICK

LAD_Tanks_Filling_Level

Filling
Narme Data type

1 4 v Static
2 = FillingLevel Chivi_C | Dint
ER - L] FillingLevel_CMYIC_M  Dint
4 @n FillingLevel _CMYK_Y  Dint
5 @-n» FillingLevel _CMYK_IK Dint
Data block
Filling

The "Fill recipe" button starts the filling of the color components in the HMI screen "Start screen”.
button activates the "LAD_Control_Color_Valves" program block.

The program block calculates how long each of the four valves needs to stay open for the color mixture
based on the specified recipe and the number of tins that have to be filled.

LEDs below the tanks indicate that the valves are opened.

Offset Start value

[E oo 1000
40 1000
8.0 1000
120 1000

The

The "LAD_Tanks_Filling_Level" program block is executed at the same time as the filling. The program

block calculates the quantity remaining in the tank for the tank fill level. The fill levels of the tanks are
stored in the global data block "Filling".

® Thefill level indicators in the HMI screen are directly linked with the global data block and are updated
with each runtime acquisition cycle.

S$7-1500
Getting Started, 05/2014, ASE03981761-AC
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Automation task

1.2 Sample project

Starting the mixing process

@ Start mixing

Network 4:  Starts the mixer

Start mixer »
button Activates the mixer for a duration of 3 seconds
"LAD_Mixer_DE"
"LAD_Mixer"
EN ENO
"START_MIXER" — START “ET_MIXING.
. "lixer_BUSY" — BUSY ET_MIXER — Frocess”

ACTIVATE = "Mixer_ON"

Program block
LAD_Mixer

Mixer

@  The "Start mixing process" button starts the mixer of the color mixing plant in the HMI
screen "Start screen”.

The "LAD_Mixer" program block is called for this purpose at the CPU end. It activates
the mixer for three seconds.

®  The activation of the mixer is indicated by flashing in the HMI screen.

®

§7-1500
12 Getting Started, 05/2014, ASE03981761-AC



Automation task

Filling the color mixture

1.2 Sample project

.
A
{Q Fill cans with color mixture

Button
Filling the color mixture

Conveyor with tins

screen".

screen.

® ©@ 0 O

S$7-1500
Getting Started, 05/2014, ASE03981761-AC

—

Number of tins

Network 5:  Opens valve to fill the cans with the mixed color and activates the conveyar

Comment

Program block
SCL_Valve_Conveyor

"SCL_Valve_
"START_FILL_ Conveyor_DE"
RECIFE" "SCL_valve_Conveyor"
——ro ——En ENO
“START_FILL_ DOMNE — "FILLING_DONE"
RECIFE" — START VALVE
VALVE_
"STOF_RESET_ CONVEYOR_
FILLING_ BUSY —1BUSY
FROCESS" — 5TOF_RESET SFILLING.
HE CURR_STEFS — COUNTER"
"NUMBER_TING" — TINS_DINT =
"FILLING_VALVE_
OFEN_VALVE — OFEN"
"FILLING_VALVE_
ET_VALVE — ET"
"START_
START_CONY — CONVEYOR"
"FILLING_
ET_COHNY — CONVEYOR_ET"

The "Fill Color Mixture" button starts the filling of the tins in the HMI screen "Start
The "SCL_Valve_Conveyor" program block is activated for this purpose at the CPU
end; it controls the valves and the conveyor belt.

The tins are animated according to the movement of the conveyor belt in the HMI

A counter indicates the number of tins that have already been filled.

13



Automation task

1.2 Sample project

Resetting the fill level

Reset filling

Cyan | Magenta |

Black |

Start mixer button I a

Yellow |

Network 6:  Resets the tank level for color "Cyan”
Comment
%MB.0 %B.0
"RESET_FILLING_ "RESET_FILLING_
Level|_C" MOVE Level|_C"
—— ——¢n ENO {F}
1000 — 1
%DB1.DEDO
"Filling".
FillingLevel_
s QUT] — CMYK_C
Network 7:  Resets the tank level for calar "Magenta"
Netwaork 8:  Fesets the tank level for color "vellow”
Network 9:  Resets the tank level for color "Black”

Program block
Main

Filling
lName |Dntu type |Oﬂset Start value

1 <40 - Static
2 lam[=  FillingLevel_CMYK_C | Dint [@) oo 1000
3 4. FillingLevel_CMYK_M  Dint 4.0 1000
4 4= FillingLevel_cMYK_Y  Dint 8.0 1000
5 @@= FillingLevel_CMYK_K.  Dint 12.0 1000
Data block
Filling

"Start screen".

®

block in networks 6 to 9.

14

There is a button to reset the fill level of each of the four color tanks in the HMI screen
The reset of the respective fill level has been implemented in the "Main" program

Networks 6 to 9 reset the values to the Start value in the global data block "Filling".

§7-1500
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Hardware section 2

2.1 Introduction

The new SIMATIC S7-1500 controller family with the Totally Integrated Automation Portal
(TIA Portal) offers you numerous new options to further increase the productivity of your
machines and to make the engineering process even more efficient. Explore the options in
this Getting Started.

In the first basic steps, you will get to know the new hardware better. We will also show you
how to configure and program the SIMATIC S7-1500 with SIMATIC STEP 7 V13

(TIA Portal). The connection of a SIMATIC HMI Comfort Panel with SIMATIC WinCC
Advanced V13 (TIA Portal) or SIMATIC WinCC Professional V13 (TIA Portal) completes the
basic steps.

211 Requirements

Hardware requirements
To implement the hardware section of this Getting Started, you will need:
e 1 x CPU 1511-1 PN (6ES7511-1AK00-0ABO)
1 x §7-1500 load current supply PM 70W 120/230VAC (6EP1332-4BA00)
e 1 x Mounting rail (BES7590-1AB60-0AAQ)
1 x digital input module DI 16x24VDC SRC BA (6ES7521-1BH50-0AAQ)
1 x digital output module DQ 16x24VDC/0.5A ST (6ES7522-1BH00-0ABO0)
® 2 x Front connectors (6ES7592-1AM00-0XB0)
e 1 x SIMATIC Memory Card with at 4 MB (e.g. 6ES7954-8LBxx-0AAQ)

e 1 x Ethernet cable
The hardware mentioned above is also part of the following starter package:
Starter package S7-1500 with software: 6ES7511-1AK00-4YB5

S7-1500
Getting Started, 05/2014, ASE03981761-AC 15
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2.1 Infroduction

Software requirements

To implement the software section of this Getting Started, you will need:
e SIMATIC STEP 7 Professional V13

e SIMATIC WinCC Advanced V13 or SIMATIC WinCC Professional V13

AWARNING

Severe personal injury may result

The S7-1500 automation system in plants or systems is governed by specific standards
and regulations, based on the relevant field of application. Please observe the applicable

safety and accident prevention regulations such as IEC 60204-1 (general machine safety
requirements).

Failure to observe these regulations can result in serious injuries and damages to
machinery and facilities.

2.1.2 Additional information
Detailed information on the hardware used is available here:

e CPU 1511-1 PN (6ES7511-1AK00-0ABO)
(http://support.automation.siemens.com/WW/view/en/68020492)

e S7-1500 load current supply PM 70W 120/230VAC (6EP1332-4BA00)
(http://support.automation.siemens.com/\WW/view/en/68036174)

e DIl 16x24 V DC SRC BA digital input module (6ES7521-1BH50-0AAQ)
(http://support.automation.siemens.com/WW/view/en/59191844/)

e DQ 16x24 V DC/0.5A ST digital output module (6ES7522-1BH00-0ABO)
(http://support.automation.siemens.com/\WW/view/en/59193401)

§7-1500
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2.2 Installing the assembly

2.2 Installing the assembly

2.2.1 Overview

Mounting the assembly

You mount the structure in this section.

222 Installing the assembly

Procedure

1. Mount the load current supply (PM) on the mounting rail.

2. Open the front cover and pull out the mains connection plug.

S$7-1500
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2.2 Installing the assembly

3. Remove the 4-pole connection plug and screw the load current supply (PM) tight.

4. Insert the U-connector into the back of the CPU.

§7-1500
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2.2 Installing the assembly

6. Insert the U-connector into the back of the digital input module.

Result

The assembly has been mounted.

S$7-1500
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2.3 Wiring

2.3 Wiring
2.3.1 Overview
Wiring the assembly

You mount the assembly in this section.

A\ DANGER

The mains cable for the load current supply must not be connected to the power supply
during wiring.

§7-1500
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2.3.2

Wiring rules

2.3 Wiring

Operation of an S7-1500 CPU in plants or systems is defined by special set of rules and
regulations, based on the relevant field of application.

You can find the general rules and regulations for operating the S7-1500 in the S7-1500
system description (http://support.automation.siemens.com/WWW/view/en/59191792).

Wiring rules for the CPU

Wiring rules...

CPU

40-pin front connector
(screw-type connection)

Load power supply

Connectible wire cross-sections for solid wires

up to 0.25 mm?

AWG': 24

with plastic sleeve 0.25
to 1.5 mm?

Design E, 10mm long

Connectible wire Without wire end ferrule | 0.25 to 2.5 mm?2 0.25 to 1.5 mm2 1.5 mm?2
cross-sections for AWG™: 24 to 16 AWG": 24 to 16 AWG™: 16
stranded wires - -
With wire end ferrule 0.25 to 2.5 mm2 0.25 to 1.5 mm2 1.5 mm?2
AWG™: 24 to 16 AWG": 24 to 16 AWG": 16
Number of wires per connection 1 1 or a combination of 2 1
cables up to 1.5 mm?
(total) in the same wire
end ferrule
Length of stripped wires 10to 11 mm 10to 11 mm 7 to 8 mm
End sleeves Without plastic sleeve | Design A, 10 mm Design A, 10 mm and Design A, 7 mm long
according to long 12 mm long
DIN 46228

Design E, 10 mm and
12 mm long

Design A, 7 mm long

Sheath diameter

8.5 mm

Tool

3 to 3.5 mm Phillips
screwdriver, conic
design

3 to 3.5 mm Phillips
screwdriver, conic design

3 to 3.5 mm Phillips
screwdriver, conic
design

Connection method

Push-in terminal

Screw terminal

Screw terminal

Tightening torque

from 0.4 Nm to 0.7 Nm

from 0.5 Nm to 0.6
Nm

* AWG: American Wire Gauge

S7-1500

Getting Started, 05/2014, ASE03981761-AC

21


http://support.automation.siemens.com/WW/view/en/59191792

Hardware section
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233 Wiring the mains connection plug

Procedure

1. Pry off the connector cover using a suitable tool.

2. Connect the mains cable in the plug according to the connection diagram.
You will find information on which voltage the plug is approved for on the side of the plug.
You select the voltage by inserting the coding element accordingly on the back of the

plug.

§7-1500
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2.3 Wiring

3. Close the cover.

4. Tighten the screw on the front of the mains connection plug.

Result

The mains connection plug is now wired.

S$7-1500
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2.3 Wiring
234 Wiring the load current supply (PM) to the CPU
Procedure
1. Wire the 4-pin connector plug of the load current supply (PM).
2. Wire the 4-pin connector plug with the 4-pin mains connection plug of the CPU.
3.
Result

The load current supply is now wired to the CPU.

§7-1500
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2.3 Wiring

235 Potential bridge circuits

Application of the potential bridge circuits

If you want to supply the load groups with the same potential (non-isolated), use the potential
circuit bridges supplied for the front connector. This means that you avoid having to wire a
clamping unit with two wires.

Tip
Use the terminals 40 (M) and 39 (L+) on the front connector to loop the potential to the next
module.
2.3.6 Wiring the digital input module
Procedure
1. Insert the front connector into the pre-wiring position. There is no electrical connection
between the front connector and the module in the pre-wiring position.
e
S7-1500
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2.3 Wiring

2. Thread in the cable tie.

3. Connect the supply voltage 24 V DC to the terminals 20 (M) and 19 (L+).

Result

The digital input module is now wired.

§7-1500
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2.3 Wiring

2.3.7 Wiring the digital output module

Procedure

1. Insert the front connector into the pre-wiring position.

2. Use terminals 40 (M) and 39 (L+) from the digital input module to feed the supply voltage
DC 24 V from the digital input module to terminals 20 (M) and 19 (L+).

s Al
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2.3 Wiring

3. Connect the four potential circuit bridges.

Result

The digital output module is now wired.

§7-1500
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2.3 Wiring

2.3.8 Wiring front connectors

Procedure

1. Connect the individual wires according to the connection diagram on the inner side of the
front cover in the terminal and screw tight.

S$7-1500
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2.3 Wiring
3. Move the front connector from the pre-wiring position to its final position. By doing this,
you create an electrical connection between the front connector and the module.
4. Tip: Pre-wired front connectors, e.g. for replacing modules, can be inserted directly.
Result

The front connectors are now wired.

§7-1500
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24 Power on

2.4.1 Overview

Turning on the CPU for the first time

You turn on the CPU for the first time in this section.

24.2 Power on

Procedure

1. Insert mains connection plug of the load current supply (PM).

2. Connect the mains connection plug to the power supply.

S$7-1500
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2.4 Power on

3. Insert a blank SIMATIC memory card into the CPU.

AMPIRE

KPIRE
| S —

Yl

4. Move the switch for the load current supply (PM) to the position RUN.
The CPU starts up.

SIEMENS

Result
The CPU starts up and is in STOP mode.

§7-1500
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2.4 Power on

243 Assign IP address via the display

In this step you set the IP address and the subnet mask for the CPU.

Procedure

Navigate to "Settings".

Select "Addresses".

Select the interface "X1 (IE/PN)".

Select the menu item "IP Addresses".

Set the IP address 192.168.0.10.

Press the "right" arrow key on the module.
Set the subnet mask 255.255.255.0.

©® N o o bk~ w0 Dbd =

Press the "down" arrow key on the module to select the menu item "Apply" and confirm
the setting with "OK"

Result

You have now assigned an IP address and the subnet mask for the interface "X1 (IE/PN)".

S7-1500
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3.1 Creating the project and hardware
3.1.1 Introduction to the TIA Portal
Introduction

The Totally Integrated Automation Portal, referred to as TIA Portal in the following, offers all
the functions you need for implementing your automation task assembled in a single, cross-
software platform.

The TIA Portal is the first shared working environment for integrated engineering with the
various SIMATIC systems made available within a single framework. The TIA Portal
therefore also enables reliable, convenient cross-system collaboration for the first time.

All required software packages, from hardware configuration and programming to
visualization of the process are integrated in a comprehensive engineering framework.

7l » r' __ i ~.
ﬁ Léu'_-él -txaiulla

SIMATIC Controller SIMATIC HMI SINAMICS

Totally Integrated Automation Portal
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3.1 Creating the project and hardware

Advantages of working with the TIA Portal

The following features provide efficient support during the realization of your automation
solution when working with the TIA Portal:

¢ |ntegrated engineering with a uniform operating concept
Process automation and process visualization go "hand-in-hand".
e Consistent, centralized data management with powerful editors and universal symbols

Data created once is available in all editors. Changes and corrections are automatically
applied and updated within the entire project.

e Comprehensive library concept
Use the ready-made instructions and pre-existing parts of the project again and again.
e Multiple programming languages

Five different programming languages are available for implementing your automation
task.

S7-1500
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3.1 Creating the project and hardware

3.1.2 Creating a project

Introduction
In the following step, you will create a new project.

All data which is generated during the creation of an automation solution is saved in the
project file. The data is stored in the form of objects. Within the project, the objects are
arranged in a tree structure (project hierarchy).

The project hierarchy is based on the devices and stations along with the configuration data
and programs belonging to them.

Requirement
You need the following hardware and software equipment to create the project:
e Hardware:

— The CPU 1511-1 PN that was installed and wired in the hardware section of the
Getting Started.

— An Ethernet connection to your programming device/PC.

® Software:
The following software packages must be installed and executable on your programming
device/PC:

— SIMATIC STEP 7 Professional V13
— SIMATIC WinCC Advanced V13 or SIMATIC WinCC Professional V13

Creating a new project
To create a new project, follow these steps:
1. Click "Create new project".
2. Enter a name for your project.

M Siemens P

Totally Integrated Automation

Create mew project

Frogectname | “ebor_Filing_Stsnor|

Path | C FROMCT
dathor | SIEMERIS

Capnment

@ Userinterface language

3. Click "Create" to create the new project.

§7-1500
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Result

S$7-1500

3.1 Creating the project and hardware

The project has been created. All data, such as the hardware configuration, the CPU
programming and the visualization in HMI, is saved in the project.

M Siemens - Color_Filling_Station _Bx

Tatally Integrated Automation

First steps

Fraject: “Color_Filling_Statian™ was opened successfully, Fease sele...
s

Close project

o 3] Configure a dovice
\' Write PLC program
First steps
Comfigure

techmology objects

l Comfigure an HUI scree

User interface language
Open the project view

»

Opened project:  CAPROJECTWCodor_Filling_Station\Color_Filling_Station
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3.1 Creating the project and hardware

3.1.3 Creating an S7-1500 CPU

Introduction

In the following step, you will create an unspecified CPU. Unspecified CPUs are
placeholders for specific CPUs from the hardware catalog which will be defined later.

Procedure
1. Open the "Devices & Networks" portal.
2. Insert a new device.
3. Enter "Color_Mixing_CPU" as the name for the CPU.

W Siemens - Color_Filling_Statian

Totally Integrated Astomation

Add naw device

Devices & how al wices Dence name
notwarks

Opened project: CAPROJECTVColor_Filling_StationColor_Filling_Staticn

4. Open the "SIMATIC S7-1500" folder.

§7-1500
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5.

6.

Result

The unspecified CPU is created in the project file.
created at this point for this CPU.

be

3.1 Creating the project and hardware

Select the CPU which has not yet been specified.

™ Siemens - Colos_Filling_Station _x

Tatally Integrated Austomation

Add new device

-
® Show all devices [revice name.
@ Add new device clhie Meing SR
[. ™
Cormrgller bt L

T T
TR

+ [l CFU 15063 FIIDF

- @ un CPU 1550

Order

|

Opened praject: CAPROJECTVColor_Filling_Statisn\Colar_Filling_Staticn

Create the CPU with a double-click.

W Siemens

Praject  Edn

&

or_Filling_5tation
view  Wnsert  Onbne  Opmoens  Tools  Windew  Mzlp Tokally Intagrated Automation
D sevepreen & N fo X D { REOGHERQR & PO

ne ¥ Go obine RTAL

fr @R

S$7-1500

.ling_Statian ¢ Coler_Mixing_CPU [Unspecific CPU 1500)
Devices [& Topalagy vi & Hetwork view  |If Device view || Options e |
10 © 2t [ty ey IR 3 d|E
=~ [~ catalog E
v ] Color_Fillerg_Station PP 5
; = 0 1 2 1 4 5 . 7 | o W) ]| o
W Add e deace il ']
- ' er g
d etwor s Rail_o — | -
= »mm &
» e
rlmon 1
rlmo o
3
rmoa )
7 H
» 58 Extemal source files rmA =
¥ [ FLCrags L L =
» [ FLC data pes » [ Communscation modides s
. . The device is net spacified @™
[ wanch and foece tables =
% trace —4 Fiease use the 10 speciythe CRU, » [ FRCIET &
W i o tha configurstion oftha coemected devits &
E3
M -
< » -
) . | o
=
| ‘G Propenies  [Mdinfo ] % Diagmestics B
| General | 10tags | Tests | H
* General L o
» [ Card R4 adarlUSE rarmory General
4 Hame Color kg€ 41}
i Austher, | SIEMENS
f Cafirment
< »
- -
» | Drietails view «| » | * | Imfarmation
[ Overdew E Color_Mixin_
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3.1 Creating the project and hardware

3.1.4 Running the hardware detection
Introduction
In the following section, you will use the hardware detection function to read the CPU type.
Run an LED flashing test during hardware detection. The LED flashing test activates the
LEDs on a detected device. You may also use this function to verify that the correct device
was selected in a hardware configuration consisting of several devices.
Procedure
1. Select the unspecified CPU in the project tree.
2. Select the "Hardware detection" function from the "Online" menu.
Option 2: Click on the yellow framed alarm in the device view.
3. Select the "PN/IE" entry as the type of PG/PC interface.
4. Select the PG/PC interface.
5. Click the "Show all compatible devices" option.
6. Select the CPU from the compatible devices in the subnet.
7. Select the "Flash LED" check box to run a flashing test.
8. Click "Detect" to replace the unspecified CPU with the necessary CPU type.
Result
The CPU type is read out. The correct device name is appended in brackets to your CPU
name in the project tree.
The CPU and modules used are displayed in the hardware configuration.
™ Siemens - Color_Filling_Station
m;eu Edn L e Conilines Cwons Tools Windoew Help -I-ntilhl |l|thlm‘ Amnwm
G (3 seveprojen 3 N 1 5 X it i 3 M0 E R S ocnine F cootine fo B PORTAL
.. Filling_Statien * Color_Mixing_CPU [CPU 1511-1PN]  — i W X
| Deces | E’ Topology view  |ghy Metwark view  [[If Device view .. Oiptions (=]
10O =1 EIEIPEICT, = ;
= cw:.lzwr_hllr.g_‘,:m;f\ \_FJ)&.;&;“"" 'S.ﬁ”'ﬂ:ﬁ_@h [ ",.C:.l:lnl; by | T E
- & h;p‘l _\bo" A Fier g
v Miixing_cPu [cPu 15111 & L&d & & L3 1 &
* 5 Comineen daa - v o "l‘ |
¥ (B Documsntanon semngs I Lo S
b 8 Langquages & resources 4 L B x L3t 1) E
» (i Ovline access L L F
» (g Card FeaderUSE marmory & Lo E
(37 L] H
¥ Ll Commumication maduls: 1
FlE™ =
» L rrcr T E
T m—— e =
:\;Pwpemﬁ. I"g,.lum iJ]E,L_Il.A.|..n-|.|\ ] ;;.
| Genetal -
Ho "properties’ available.
4 L}“,L‘IEF . H‘“‘ e T
¥ | Dhetails view ¥ | lnfainaation
(=5 Overview | h color_Mixie..
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3.1 Creating the project and hardware

3.1.5 Creating ET 200 interface modules

Introduction

In the following section, you will create two distributed 1/0 systems in the hardware
configuration:

Procedure

© N o o bk~ w0 Dbd =

S7-1500

An ET 200SP distributed 1/0 system, which basically consists of the following
components:

— An interface module for communication with the CPU.

— Up to 32 modules that can be inserted in any combination.

— A server module that completes the configuration.

An ET 200MP distributed 1/0 system, which consists of the following components:
— The interface module for communication with the CPU.

— Up to 30 modules, each one providing up to 32 channels.

Open the "Hardware catalog".

Change to the "Network view".

Open the "Distributed 1/0" and "ET 200SP" folders.

Open the "IM 155-6 PN ST" folder.

Drag-and-drop the "6ES7 155-6AU00-0BNOQ" interface module to the network view.
Open the "ET 200MP" folder.

Open the "IM 155-5 PN ST" folder.

Drag-and-drop the "6ES7 155-5AA00-0AB0" interface module to the network view.
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Result

The I/O systems have been created in the hardware configuration, but not yet assigned to
the CPU 1511-1 PN. They are both displayed under "Unassigned devices" in the project

view.
M Siemens - Colos_Filling_Statian
rm].ea Edit  View lnsem  Onbne 'Gﬂ:ons Taols 1'.|n:.\. Help - , Totally Integrated Automation
G 3 E seveproea 3 Nt X et S MG E R ceoine F Gootine | fo B0 PORTAL
Colar_Filling_Station * Devices & networks
Drevices [ Topology view |dy Netwerkview  |If Device view || Options (=]
00 = | ¥ Heteork L Connections =] * = 18
S | Catalag g
- :lo;_:.ur.g_:mm L] iy | It E
A Fre deaic )
oy Devaces & networis Color_Mixing 10 device_1 [l i £
Il ST eI CPUIEI PN 1M 1556 PN 5T + [l Contrallers ~|[&
s gquraticn Hut sxsigned » i
S
£
£
w Ll Diztnbuted 10 ]
- [ 7 2o -
] = (i Intertace modules —
0 device_2 I - L) FROFINET 3
I8 155-5 P8 ST : R LIRS T N
Hat assigned I 67 155-hs0 7
| 2o [ ET zotar |
o s s R Ea( ) - [ FeoFmIET m
| & Properties I'!,.Intn iJ] %] Hagmostics i
1 w||&
General | WO tags | Texts | F: 3 B
& | & :
“:'dﬂ:w Ganaral w | Infarmsation |
' | Dewce 2
. Hamve: | 37-1500 suanon_2
Fahor. | JIEMENS
.
Comment
e I 1555 FNCST P
¥ | Devails view < >« ) L 2

Additional information

The SIMATIC ET 200 product family offers different scalable 1/0 systems to suit your specific
application.

You will find more information about the SIMATIC ET 200 distributed 1/O on the Internet at
(http://www.automation.siemens.com/mcms/distributed-io/en/).

3.1.6 Networking ET 200 interface modules

Introduction
In the following section, you will create a PROFINET 1/O system.

A PROFINET I/O system consists of the PROFINET IO controller and its assigned
PROFINET IO devices:

e The CPU 1511-1 PN you already created is used as PROFINET IO controller.
® The two distributed 1/0O systems are used as PROFINET IO devices.
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Procedure
1. Drag-and-drop a connection from the interface of the IM 155-5 PN ST interface module to
the CPU interface.
2. Create a second connection between the IM 155-6 PN ST interface module and the CPU.
Result
The interface modules are assigned to the CPU as IO devices. Both distributed IO systems
are displayed in the project tree in the "Distributed 1/0" folder below the CPU.
A PROFINET 1/O system was created automatically in the networking process and its
properties are displayed in the network view.
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3.1 Creating the project and hardware

3.1.7 Creating input and output modules and a server module for ET 200SP

Introduction

In the following section, you will create input and output modules for the ET 200SP.

Note

You need the server module to operate the input and output modules. These modules will
fail if the server module is missing.

Maximum configuration per potential group

The number of I/0 modules that can be used per potential group depends on the following
factors:

1. Total power requirement of all I/O modules operated on this potential group
2. Total power requirement of all loads connected externally to this potential group

The sum of the total power calculated from 1. and 2. cannot exceed the current carrying
capacity of the employed BaseUnit and the load supply voltage.

Set the "Potential group” parameter for a module as follows:

Parameters Value range Usage

Potential group Use potential group of the if the total power consumption of all modules from the left + power
left module (default setting) | consumption of the module is less than the current carrying
capacity of the BaseUnit

Enable new if the total power consumption of all modules from the left + power
potential group consumption of the module is greater than the current carrying
capacity of the BaseUnit

You can find additional information on potential groups in the module manuals such as
SIMATIC ET 200SP DI 8x24VDC HF digital input module
(http://support.automation.siemens.com/DE/view/en/66912542).

Procedure

Open the device view of ET 200SP.

Open the "DI" and "DI16 x DC24V ST" folders in the hardware catalog.
Drag-and-drop input module "6ES7 131-6BH00-0BAQ" to slot 1 of the rail.
Open the "DQ" and "DQ16 x DC24V / 0.5A ST" folders.

Drag-and-drop output module "6ES7 132-6BH00-0BAQ" to slot 2 of the rail.
Open the "Server modules" folder.

Drag-and-drop the server module "6ES7 193-6PA00-0AAQ" to slot 3 of the rail.

N o gk wDdhd =
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Result

You have created the input and output modules and the server module.
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3.1.8

Creating input and output modules for ET 200MP

In the following section, you will create the input and output modules for ET 200MP.

Introduction
Procedure
1.
2.
3.
4.
5.
Result

Open the device view of ET 200MP.
Open the "DI" and "DI16 x DC24V HF" folders in the hardware catalog.

Drag-and-drop input module "6ES7 521-1BH00-0ABO" to slot 2 of the rail.
Open the "DQ" and "DQ16 x DC24V / 0.5A ST" folders.
Drag-and-drop output module "6ES7 522-1BH00-0ABOQ" to slot 3 of the rail.

You have created the input and output modules.
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Software section

3.1.9

Introduction

Procedure

Result

S$7-1500

Assigning names for ET 200

3.1 Creating the project and hardware

In the following section, you will assign project-specific names to the distributed 1/0.

1. Select ET 200SP.

2. Under Properties > General in the inspector window, enter the name

"Valve_Control_Unit" in the "Name" field.

3. Select ET 200MP and enter the new name "Mixer_Conveyor_Control_Unit".

You have assigned the project-specific names.
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3.2 Creating the program

3.2 Creating the program
3.2.1 Loading the block library
Introduction

In the following section, you will load the global library "ProgLib_ColorFillingStation". This
library contains the blocks and tag tables that you need for the example project. This library
is available as a ZIP file under "Getting Started S7-1500 / TIA V13
(http://www.automation.siemens.com/salesmaterial-as/interactive-manuals/getting-
started_simatic-s7-1500/project/color_filling_station.zip)". You need to unzip this library
before you import it to your project.

Global libraries

Global libraries are used to store elements that you want to reuse in other projects. You must
create global libraries explicitly.

The following libraries are provided in the standard package:
e "Buttons and Switches"

They offer a large selection of switches and buttons. The folders organize switches and
buttons into categories. You can find the "System diagnostics indicator" object in the
"DiagnosticsButtons" folder, for example. You use the "System diagnostics indicator"
object for system diagnostics in your plant.

® "Monitoring and Control objects"

This provides complex operator control and display objects in several designs as well as
suitable control lights, buttons and switches.

Note
Library is write-protected

The "Open read-only" option is activated by default in the "Open global library" dialog. Click
in the check box to open the library without write protection.
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3.2 Creating the program

Procedure

1. Click on the "Libraries" tab.

2. Click "Open global library".

3. Select the "ProgLib_ColorFillingStation" file from the directory that contains the unzipped
library folder and click "Open".
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Result
The "ProgLib_ColorFillingStation" global library is open.
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3.2 Creating the program

3.2.2

Introduction

Procedure

Result

50

Deleting program block Main [OB1]

In the following section, you will delete the automatically generated "Main [OB1]" program
block from the project folder. A "Main [OB1]" program block is included in the program blocks

of the example project.

Organization blocks (OBs) form the interface between the CPU operating system and the
user program. These blocks are called by the operating system. At least one cycle OB must
be available in an automation project.

outputs

Possible interruption by | s
other OBs for cyclic
interrupts or errors ’

Write

Read inputs

OB1 (Main) is executed
continuously by the
operating system.

P

Instance_DB

Instance_DB

1. Open the "Program blocks" folder in the project tree and then click the "Main [OB1]"

program block.

2. Right-click to open the shortcut menu and then click "Delete".
3. Click "Yes" to confirm deletion of the block.

The automatically generated "Main [OB1]" program block is deleted.

P Siemens - Color_Filling_Station

Froject  Edm View nsem  Onbne  Options  Tools  Windew  Help

5 (N Sevepropet & X 1=

I X S W

EHEGR ¥ ne ¥ Goottine  fo MR *

Totally Integrated Automation
PORTAL

10 © =

Callor_Mising_
CPUISENY PH

Devices [ = Topology view |y Metwerkview DY Device view

Connectiens = |* =

|| options

Litary view
H Leary

~

~ | Project library
i W = [ =
» ,] Project library

Bopeirs ammprey ¢ |

Walve_Contral_

™ 1556 PHIST

Calar Miving €
PHAE_1 [———

Miker_Comeey
i 1555 PH AT

Lol or_Mixing €

Ganeral

¥ | [revails view

4 Fortal view

5 Properties |"i..|mn i,-]\-:[n..unnmr-. |

Ha 'propeities’ available.

| Global libraries
Fden
* L1 Butons.

Sj0e) U0 T

» L PragLibs_ColsaFillmgitanan

e G

sauenn

w | Infa (Glabal librasies)

Hame

§7-1500

Getting Started, 05/2014, ASE03981761-AC



Software section
3.2 Creating the program

3.2.3 Copying program blocks

Introduction
In the following section, you will insert the program blocks from the
"ProgLib_ColorFillingStation" global library into your project.
Procedure
1. Click on global library "ProgLib_ColorFillingStation".
2. Click the "Master copies" folder and then on "Programm_blocks".
3. Drag-and-drop the program block to be imported from the global library to the "Program
blocks" folder.
4. Proceed as described in steps 2 and 3 for the other blocks.
Result
The program blocks are inserted in the project folder of the same name.
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3.2 Creating the program
3.24 Cyclic interrupt OB
3.241 Cyclic interrupt OB — Cycle time and phase

Cycle time and phase offset can be changed

Cycle time

Phase offset

52

0B with low number

OB with high number

Main [OB35] is located below the program blocks inserted into the project. Main [OB35] is a
cyclic interrupt organization block (cyclic interrupt OB). Cyclic interrupt OBs serve to start
programs in periodic time intervals independently of the cyclic program execution. The start
times of a cyclic interrupt OB are specified using the cycle time and the phase offset.

The cycle time determines the interval at which an OB is called. The cyclic interrupt OB has
a cycle time of 100000 ps by default.

The phase offset is used to increase the accuracy of the processing intervals of cyclic
interrupt programs. If an OB has the same or a common multiple clock pulse of another OB,
both can be operated at a precise interval by a phase offset.

With phase offset

Phase offset
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3.24.2 Changing the cycle time

Introduction
In the following section, you will change the cycle time for the "Main" program block.
Requirement
® The program block "Main" [OB35] is contained in the library
® The FB/FC calls exist
Procedure
1. Open the properties of the "Main" program block.
2. Select the "Cyclic interrupt" option under "General".
3. Enter the new value for the "Cycle time" and click "OK".
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Result
The cycle time is changed.
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3.25 Copying tag tables

Introduction

In the following section, you will insert the tag tables from the "ProgLib_ColorFillingStation"
global library into your project.

Procedure
1. Open the "PLC tags" folder in the project navigation.
2. Open the "PLC_tags" folder.

3. Drag-and-drop the tag table to be imported from the global library to the "PLC tags"
folder.

4. Proceed as described in step 3 for the other tag tables.

Result

The tag tables are inserted in the project folder of the same name.
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3.2.6 Compiling a project

Introduction
In the next section, you will compile the "Color_Filling_Station" project.

Procedure

1. Select the "Color_Mixing_CPU" CPU in the project tree.

2. Right-click to open the shortcut menu and then select "Compile" > "Hardware and
software (only changes)".
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Result
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"Main" program block is updated

Open the "Main" program block after compilation. All instance data blocks have been created
and the data blocks are updated.
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Software section

3.2.7

Introduction

Procedure

S7-1500

Load project into the CPU

3.2 Creating the program

In the next section, you will download the "Color_Filling_Station" project to the CPU.

Note

Displaying all compatible devices

If the desired CPU is not displayed after you have made the settings in the "Extended

download to device" dialog, click the option "Show all compatible devices".

1. Open the CPU shortcut menu and select "Download to device" > "Hardware and software

(only changes)".
2. From the drop-down lists, select the PG/PC interface type, the interface and the
connection with the subnet.

3. Select the CPU from the compatible devices in the subnet and click "Load".
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4. Confirm the two "Assign IP address" dialogs with "Yes" and "OK".

5. In the "Load preview" dialog, select the alternative entry for all entries set to "No action" in

the drop-down list and confirm open options.

6. Click "Load".
7. Confirm the "Start all" option and click "Finish".
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3.2 Creating the program

Result
The project is downloaded to the CPU.
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3.2.8

3.2.8.1

Optimized block access

Introduction

Operating principle

S7-1500

3.2 Creating the program

The "optimized data blocks" of the CPUs of the S7-1500 series are optimized for
performance and are only programmed symbolically. By using the optimized data blocks,
you make your program more efficient, because the declared tags are given symbolic names
and no longer a fixed address.

You can create data blocks with any structure without paying attention to the physical
arrangement of the individual tags. Quick access to the optimized data is always available
because the data storage is optimized and managed by the system.

Changing data types increases the risk of error in the standard block. In the optimized block,
changes lead to a reorganization of the data storage. Addressing remains unique.

To enable the subsequent editing of user programs that are already running in a CPU, the
S7-1500 CPUs support the option of extending the interfaces of function or data blocks
during runtime. You can download the modified blocks without setting the CPU to STOP and
without affecting the actual values of tags already loaded.

In addition: You can define in the data block itself, which the values in the CPU are read-only
for an HMI device ("Visible in HMI") or which can be written ("Accessible from HMI").
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3.2 Creating the program
3.2.8.2 Expanding and reloading the optimized "Filling" data block
Introduction

In the following section, you will supplement the "Filling" data block with the date and time of
the last filling and reload the data block. To do this, create a block for recording the date and
time and enable the function "Download without reinitialization".

Note: The "Download without reinitialization" function protects the actual parameters of the
data block from being overwritten during download to the CPU.

Advantages of symbolic addressing: The use of universally applied and meaningful symbols
in the entire project makes the program code easier to read and understand. This gives you
the following advantages:

Requirement

60

You do not have to write detailed comments.

Data access is faster.

No errors occur when accessing data.

You no longer have to work with absolute addresses.

The assignment of the symbol to the memory address is monitored by STEP 7, which
means that all points of use are automatically updated when the name or the address of a
tag changes.

The library has been loaded

The project has been compiled and loaded into the CPU

§7-1500
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Procedure

S$7-1500

w N

a &

. Open the "Filling" data block and the "Main" program block.

3.2 Creating the program

Enable the "Monitoring on/off" function for the "Main" program block.

In the "Main" program block, open the shortcut menu of the "FILLING'

FillingLevel CMYK_C" I/O in the 3 network with a right-click and select "Modify > Modify

operand".

"Filling" data block.

Enter a new value and click "OK".

Enable the "Download without reinitialization" function and the "Monitor all" function in the

. Create a new parameter named "DT_Loc-T_Last_Filling" and select "Date_And_Time" as
the data type.
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3.2 Creating the program

7. Insert a normally closed contact into the "Main" program block in the 5 network, and
interconnect it with the "FILLING_DONE" parameter.

D8 Siemens - Color_Filling
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8. Open the "Date & time" folder from the "Instructions" tab and insert the "RD_Loc_T" block
in the "Main" program block.
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S$7-1500

9.

3.2 Creating the program

Interconnect the "OUT" output with the "DT_Loc-T_Last_Filling" parameter and the
"RED_VAL" output with the newly created "RED_VAL_Loc-T" parameter. Use the
"LAD_Tanks_Filling_Process" data block as the storage location for the "RED_VAL_Loc-
T" parameter.
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10.Compile and download the project.
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3.2 Creating the program

Result

The date and time of the last filling are reloaded. The actual parameters of the "Filling" data
block are not overwritten.
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3.2.9 Versioning a block

3.2 Creating the program

Introduction
The use of block types ensures a high degree of standardization in your projects. You can
easily integrate function extensions to the block type into existing projects. Change tracking
is ensured by versioning. In this example, you create a "LAD_Tanks_Filling" block as a type
in the project library. As a function extension, replace the three instructions for the level
calculation with CalculateBox, which performs all arithmetic functions. This optimization
means that fewer temporary tags are required and that the switch between blocks with
various programming languages is no longer necessary.
Procedure
1. Compile the "LAD_Tanks_Filling" block and then insert it in the project library under
"Types".
2. Create a new block version with "Edit type".
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3. Insert the CALCULATE instruction from the "Basic instructions > Mathematical functions"
library.
4. Delete the MUL, DIV and SUB instructions from the block.
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3.2 Creating the program

66

5. Insert two inputs into the CALCULATE instruction and interconnect the inputs.
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6. Define the calculation formula and then interconnect the output.
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7. Release the block version.
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Result

The revised version of the block type is saved in the library with a new version number.
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3.2.10

Introduction

Procedure

68

Setting retentivity

All tags are initialized with their configured start values during CPU startup, for example,

after a power failure. The most recent values the tags had immediately before the

interruption are overwritten with the initial values. To prevent this, define the tag as retentive.
Retentive tags retain their values even after a restart.

In this example, the levels of paint storage tanks are backed up in the retentive memory area
of the CPU.

1. Connect to the CPU online.

2. Enable the retentivity for the "Cyan" entry in the "Filling" data block.
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I Add mew device
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I Add new block
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| & riiing

3. Load the change to the CPU.

4. Drag the "Watchtable" object from the library into the project. This object contains the fill
level tags included a control value.

| 2 Properties

[flinta 0] % Diagnosties

Lat r_Modng_CFUL addre:

SYSE] )

sauenn)
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5. Transfer the control values to the CPU with "Modify now".

3.2 Creating the program

M Siemens - Color_Filling_Staticn
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1 Diagnostics

6. Close the online connection to the CPU. To simulate a power failure, disconnect the
power supply to the CPU.

7. Reconnect the power supply and go online to the CPU. Enable "Monitor all" for the

"Filling" DB.
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Result

70

Calor_Filling_Staticn
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The fill level for "Cyan" is read from the retentive memory area. All other fill levels are re-
initialized with their start value.
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3.2.11

Introduction

Procedure

S7-1500

Activating the EN/ENO mechanism

3.2 Creating the program

The EN/ENO mechanism in various instructions enables you to detect runtime errors and
avoid a program crash. Newly inserted ENO instructions are disabled by default. You can
then activate the ENO enable output. You can use this in a new network that has the fill level
of all paint storage tanks reset to the start value (1000) at the same time.

Expand the instruction to a total of four outputs.
Insert a normally open contact before the MOVE instruction.

Insert a reset coil after the MOVE instruction.

o M 0w DN =

Interconnect the inputs and outputs of the MOVE instruction.

T Siemens

Open the Main[OB35] program block and insert the MOVE instruction into network 10.

Color_Filling_Station
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4 Portal view

6. Generate the instruction with the ENO shortcut menu.
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3.2 Creating the program

Result

72

M Siemens - Color_Filling_Staticn

The EN/ENO mechanism is interconnected for this block. If there are no errors during
execution, the ENO enable output has the signal state "1". If there are errors during
execution, the ENO enable output has the signal state "0".
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§7-1500

Getting Started, 05/2014, ASE03981761-AC



Software section
3.2 Creating the program

3.2.12 Using the comment function

Introduction

The MOVE and Reset instructions should be expanded with detailed commentary.

Procedure
1. Insert a comment using the shortcut menu.
2. Enter the comment text.
Result
The comments for the instruction and the coil are entered.
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3.213 Local error handling

3.2.13.1 Handle errors within block

Procedure

Unlike the CPUs of the S7-300/400, CPUs of the S7-1500 go to STOP with errors much less
often. If an error occurs, it is entered in the diagnostics buffer of the CPU. You avoid the
CPU STOP by using local error handling at each block. You should preferably enable local
error handling during development of the user program.
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You can precisely evaluate the information and, for example, program the error handling in
the block with STL/FBD/LAD and SCL programs. The block generates an error ID that is
evaluated by the "GET_ERROR_ID" instruction. You can call the "GET_ERROR_ID"
instruction in both the MAIN block and in the function blocks. The CPU remains in RUN

mode.

3.2 Creating the program

Calor_Filling_Staticn
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3.2.13.2

Introduction

Procedure

76

Loading blocks for local error handling

To illustrate the local error handling, load the blocks of the "ProgLib_LEH" library in the
project. The blocks are used only to demonstrate the local error handling and are otherwise

not used in the project.

1. Open the global library, "ProgLib_LEH".

2. Copy the blocks from the master copies into the project.

M Siemens
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3. Call the "LAD_Local_Error_Handling" function block in an empty network of the "Main"

block.
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4. Interconnect the parameters of the "LAD_Local_Error_Handling" function block with tags
of the "LEH_InOutValues" data block.
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5. Connect to the CPU

online.

6. Compile and load the changes to the CPU.

Result

| 4 Properties

kl % Diagnostics

[*dinta

Use the "LEH_INDEX" tag at the "INDEXJ0..100]" input parameter to trigger a programming
error in the following. For example, if you set the input parameter to "101", an error at the

output parameters is reported.
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3.2.13.3

Introduction

Procedure

Result

78

Generating errors without local error handling

Perform the following steps to trigger a programming error without using the local error

1. Activate the "Monitor" function.

handling or creating a corresponding OB.

2. Set the value of the "LEH_INDEX" tag to an invalid value, for example, "101". In the

Testing dialog, the ERROR LED flashes briefly and the CPU goes from RUN to STOP.

o Siemens
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3. Switch to the diagnostics buffer. The error and the error response is displayed in the

diagnostics buffer.
4. Set the CPU back to RUN.

The transition from STOP in RUN resets the "LEH_INDEX" tag to the start value "0". This

automatically solves the problem.
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3.2.13.4

Introduction

Procedure

S7-1500

Generating errors with local error handling

3.2 Creating the program

Perform the following steps to use "GET_ERR_ID" instruction and its ENO bit for the local
error handling to respond to the error with an error message. This means the CPU remains

in RUN mode.

1. Open the "LAD_Local_Error_Handling" function block.

2. Insert the "GET_ERR_ID" instruction in the second network and interconnect the "ID"

output.

M Siemens

Color_Filling_Station

Project  Edit  View lmen Onlne  Options  Tools  Window  Melp
G eveppee & X 8 9 {HoaODEER S

Totally Integrated Automation
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END
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i SCL_Valhve_Conv.
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| LAD_bises_DB [DBS)
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* System blocks
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{ i
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v
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B0
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END el ;—I
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Ewprtigy — WE3SAGT

suspRgs)

syse) gal]  DuRsa) e
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-
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3. Call the "ErrorID_to_ErrorText" function from the project tree.

[flinta 0] % Diagnosties

Interconnect the parameters of the "ErrorID_to_ErrorText" function so that they can

convert the error code into an error message.

5. Load the changes to the CPU.

6. Trigger an error in the "Main" organization block by entering an invalid value, for example,
"101". An error message is output at the "ERROR_MESSAGE" parameter.
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3.2 Creating the program

Result

The error message is output as long as the error is not corrected. To correct the error, assign
the "LEH_INDEX" tag a valid value or restart the CPU.
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3.3 Configure visualization

3.3 Configure visualization

3.3.1 Present sample project

Sample project for the application

To configure the color mixing system with the TIA Portal, create the sample project
"Color_Filling_Station". The following project components already exist for the sample
project: The program blocks and tag tables of the CPU user program and a configured
Comfort Panel with the necessary HMI screens, HMI tags and scripts.

In this section, we will explain the relationships between the individual project components of
the sample project. You will carry out the necessary configuration steps yourself at a later

point in time.
3.3.2 HMI configuration
3.3.2.1 Overview

Introduction of HMI configuration

The supplied project includes the programmed CPU and the preconfigured HMI device in the
"global library".

HMI configuration

In this section, we will introduce the HMI device and HMI configuration.

Additional information
For detailed instructions on HMI configuration see:
Getting Started WinCC V13 Comfort Panels, Runtime Advanced

S7-1500
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3.3 Configure visualization

3.3.2.2

SIMATIC HMI Comfort Panels

SIMATIC HMI Comfort Panels

The TP1200 Comfort HMI device from the Comfort Panel series is used to operate the color
mixing system.

82

SIMATIC HI

Comfort Panels are particularly suitable for challenging HMI tasks in PROFINET and
PROFIBUS environments and are characterized by the following features:

High-quality housing and numerous interfaces

Industrial widescreen displays with large visualization area, optimum viewing angle
stability and maximum brightness

Installation either in horizontal or vertical format

Exact diagnostics with system diagnostics viewer

§7-1500
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3.3 Configure visualization

3.3.2.3 HMI screens

HMI screens

You use the screens loaded onto the respective HMI device to operate and monitor
machines and plants in runtime.

You manage the screens in WinCC under "Screens" in the project navigation.

The start screen of the HMI device is used to visualize the color mixing system as well as the
most important status information and key figures.

Color_Filling_Station » Color_Mixing_HM [TP1200 Comfort] » Screens » Start screen

E SIEMENS |Stal‘t screen - | 10:59:59 AM
| SIMATIC HMI 12/31/2000
crnc e

Reset filling

Magenta

T T

Process control

Q Fill recipe
4
Q: Start mixing

Q’ Fill cans with color mixture

[is] [ I E]=- 2]
The color mixing system includes the following elements:

® A color reservoir for each print color with fill level display

e Mixer

® Feeder pipes to the mixer

e Conveyor belt with emergency stop switch

S$7-1500
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3.3 Configure visualization

3.3.2.4

Additional control elements

Additional control elements

84

The process steps "Mixing color" and "Filling color" are to be displayed as animations with
dynamic visualization objects.

Color_Filling_Station » Color_Mixing_HM [TP1200 Comfort] » Screens » Start screen

| SIEMENS IStal‘t screen vl 10:59:59 AM
| SIMATIC HMI 12/31/2000

Reset filling

Magenta

I T

Process control

Q( Fill recipe
Q Start mixing

Q Fill cans with color mixture

The start screen of the example project includes additional control objects:

e Buttons for screen changes
® Buttons to reset the fill levels

e Buttons for operating and monitoring the system: Fill recipe, start mixing process, fill color
mixture

§7-1500
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3.3.2.5

Recipes

S7-1500

3.3 Configure visualization

Recipes

A recipe contains related production parameters, such as mixing ratios.

The required mixing ratio can be transferred from the HMI device to the color mixing system
in a single step, for example, to switch production from dark orange to signal yellow.

T Siemens - Color_Filling_Station

Proij it Vi i i i Tool W ] -
_‘P_“ Edit  View nsel.'! Online ) Options  Tools ndow  Help Totally Integrated Automation
S O sovepoien @ X 1% X D2 H 5 MG B QR coonine F cootine fp B IB PORTAL
Color_Filling_Station » Color_Mixing_HM [TP1200 Comfort] » Screens » Recipes x
[Devices | )
- : — 3
% = - ., m== »
i 00 -1 B I USAK::E: A I3
= H
* _] Color_Filling_Statien SIEMENS
B Add new device F_’
ghy Devices & networks =
5
» Ll Color_Mixing_CPU [C_. 5 =
r e SIEMENS [orart sereen 3
7] Color_Mixing_HMI [TP1 .. SLATIE b =
Y Cevice configuration g
. Online & disgnostics i
_T Runtime settngs Display CHYE values .
w [ Sereens  He: tper ol o4 Cyon Magreta —3
B #dd new screen - 100 7= 100 == E
[l piagnasis i %
[C] pifferent jobs 4
] Project information w . —
[] Recipes -~ *5-:
[ SIMARC PLE Seatu... B
F7) Startscreen » =
[ 3ystem information A é
[ 5ystem screens g
] System settings %
[ user administra... H
» [ Screen mansgement
» Lo HMItags ?
2, Connections =
£ HM alarms ;
) Recipes N
m Historical data —
» [5) seri a
b 3
< B B " IES | I e S
> | Details view |'d Properties  |"idinfo 1] %) Diagnostics | x
Porta =2 overview | iswnscreen | Y semings | £ Recipes

The color mixing system can produce the mixed colors "Orange", "Amber", "Green" and
IlRedll.

A recipe data record is created for each color. The recipe data record includes the
percentage of basic colors which result in the respective mixed color.

The recipe consists of relevant parameters and the recipe data records in which the mixing
ratios for the individual shades of color are stored.
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3.3.2.6 Archives

Archives

To record operational events of a system, the alarms and process values generated during
production are saved to logs.

You can then evaluate the alarms and process data logs.

The fill levels of the color reservoirs are to be documented for the color mixing system.

You have configured the alarm log "Tank_Level" for this purpose.

Color_Filling_Station » Color_Mixing_HMI [TP1200 Comfort] » Archive

Gerdte |

[]j Variablenarchive |J= Meldearchive
00 - =
Meldearchive
[] system screens I Name Anzehl Doten.. Ablageort Plad Melderext un...  Archivierung smethode
[] System sentings Wl JalTenk_Level |s00 [%] #DE-Datei ':| \Storage Card SDlLogs ':' () Umlaufarchis '7
] Trend view eHinaufii gens 3

[ user administr...

» [ Bildwerwsltung
» g HMEvarisblen

%24 verbindungen

£ HMEMeldungen

o Rezepruren

T Archive
» (%) skripte

E Aufgabenplaner

This log stores alarms for fill levels that were too low and fill levels that were too high during
a shift.

_[ Gerlite ]
10

_".,(. Bitmeldungen I“ Analogmeldungen l_ﬂ Steuemungsmeldungen ‘_’Q Systemmeldungen ‘_'..' Meldeklassen ]_'Q Meldegruppen

[

=
Meldeklassen

= ] Color_Filling_Stetion Anzeigename Home w Quistierbonsept Archiv E-pilbAdresse  Hirterg.. Hinterg.. Hinterg. Hinterg.
B Heues Geri hinnsfdgen = Adnowledgement Meldung mit Eindach_ =] =in Archine | 21| | Ho HoeECmED
oy Gerise & Neoe 57 Dingnosis evants : .
» [ Colos_waixing_cPu [CPU 1. =1 Ervors M Color_Mixing_HMI [TF1200 C.
[ Caloa_Mixing_HiA1 [TP1.. o NA Mo Acknowledgement M Wl Archive e
[V GermekonSguision - § System 7
Y Grline & Diagnase - Warings WS TeAR e A
T Runtime-Einstellungen <Hinndigers
» [ Bilder -
» ) Bildverwahtung 3 —— B
+ [ HMEVorinblen B Objeke hirguligen [v|ix]
24 Verbindungen
! HadEMaldungen
& Rezepuren
[l Archive
» 5 Shiipre
T Aufgabenplancr

M

= =

d
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3.3 Configure visualization

3.3.2.7 User-defined functions

Scripts
You use the user-defined functions to program additional functionality for the HMI device.
WinCC offers a VBS programming interface to create user-defined functions.
The example project uses two user-defined functions to display the mixed print color on the
monitor in different screens.
® "Recipescreen" displays a rectangle in the selected color in the "Recipes" screen.

= 3m om 0, 5
B oames ‘== M0 Gn ool MG W N G B, 2 E
1i%ub Recipescreen() ;
2 I‘ This seript calls the screen "Recipes” and therein the item "RECIPE_DISPLAY™. g
3 {'For displaying the recipe color, the SmartTags for color RGE are called. ﬁ
4 iDim RecipeC =]
5igec RecipeC = HwiRuntime.3creens("Recipes").Screenltems ("RECIPE DISPLAY™)
6 iRecipeC.BackColor = RGE (SmartTags ("HMI_Recipe RGE Conwvert R"),
7 SmarcTags ("HHMI_Recipe RGE_Conwvertc G, LS
=] SmartTags ("HMI_Recipe RGE_Conwvert_E")) é..
2 :End Sub w
5

e "Startscreen" displays the label of the filled cans in the currently mixed color in the system
overview of the start screen.

...Color_Mixing Complete *» Color_Mixing HMI [TP1200 Comfort] » Skripte » VB-Skripte » Display RGB_ Color » Startscreen -

%

AN Gn o MEL G= 9 & ) Gk

s
>
=
=
m
2
=
=

=
m
E]

1:i5ukh Startscreeni) -
z I' This Script calls screens and their items. Il

3 {'For displaying the recipe color, the SwartTags for color RGE are called.

4

5 iDim Label O

6 iSet Label 0 = HmiFuntime.3creens("3tart screen").3creenltems("Filling™)

7iLabel O.BackColor = RGE (SwartTags ("HMI_Recipe RGE Conwvert R"),SwarcTags ("HMI_Recipe RGE_Convert_ G, SmartTag: £S
& £
3 Dim Label 7 =
10 iSet Lakel 7 = HmiRuntime.3creens ["3tart screen").Screenltems ("TIN LABEL 25") E
11 Label 7.BackColor = RGE (SwartTags ("HNI_Recipe RGE Conwvert R"),SwarcTags ("HMI_Recipe RGE_Convert G, SmartTag: T
iz =
13 Dim Lakel 8 L
14 i5et Lakbel § = HmiRuntime.3creens ["3tart screen").Screenltems ("TIN LABEL 27" g
15 iLabel 8.BackColor = RGE (SwartTags ("HNI_Recipe RGE Convert R"),SwartTags ("HMI_Recipe RGB Convert G, SmartTad. E
16 z
17 :Dim Lakel 9 3

15 :5et Lakel 9 = HmiRuntime.3creens ("3tart screen”).Screenltems ("TIN LABEL 297)
19 iLabel 8.BackColor = RGE (SwartTags ("HNI_Recipe RGE Conwvert R"),SwartTags ("HMI_Recipe RGB Convert G, SwmartTad.

21:Dim Label_ 10
22 :5et Label_10 = HwiRuntime.Screens("Start screen”).Screenltems ("TIMN_LABEL_31'")
23 Label 10.BackColor = RGE (SwartTags ("HMI_Recipe RGE_Convert R"),SmartTags ("HMI_Recipe RGE_Convert_G"), SmartTa

25 :Dim Label_11
26 :5et Label_11 = HwiRuntime.Screens("Start screen”).Screenltems ("TIMN_LABEL_33'")
27 :Label 11.FBackColor = RGE (SmartTags ("HMI Recipe RGE Convert R"),ZmartTags ("HMI Recipe RGE_Convert G"), SmartTal

29 :Dim Label 12
30:i5et Label 12 = HwiRuntime.Screens("Start screen”).Screenltems ("TIN_LABEL_35'")
31:Label 12.FBackColor = RGE (SmartTags ("HHMI Recipe RGE Convert R"),3martTags ("HMI Recipe RGE_ Convert G"), ZmartTal

33 :Dim Lahel 19
34 :i3et Label_ 18 = HwiRuntime.3creens("Start screen”).Screenltems ("TIN_LABEL_24")
35 iLabel 19.FBackColor = RGE (SmartTags ("HMI Recipe RGE Convert R"),3martTags ("HMI Recipe RGE_Convert G"), SmartTal

37 :Dim Label 20 =
38 :3et Label 20 = HwiRuntime.3creens("Start screen”).Screenltems ("TIN_LABEL_Z267)

39 iLabel_ 20.BackColor = RGE (SwartTags ("HMI_Recipe RGE_Convert R"),SmartTags ("HMI_Recipe RGE_Convert_G"), SmartTac
40
41 iDim Label 21

4% {§et Label 21 = HwiFuntime.3creens("3tart screen").3creenltems ("TIN_LAEEL_ZS")

43 {Label_ 21.BackColor = RGE (SwartTags("HMI_Recipe RGE_Convert R"),SmartTags ("HMI_Recipe RGE_Convert_G"), SmartTac
44
45 Dim Label 22

< m [>]
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3.3 Configure visualization

3.3.2.8 User Management

User Management

WinCC gives you the option to restrict safety-related operations to special user groups and
thus protect data and functions from unauthorized access in Runtime.

HMI_Color_Mixing_Complete » Color_Mixing_HMI [TP1200 Comfort] » Benutzerverwaltung

§ Benutzer |{f§ Benuizergruppen )
= |2
=" 3
o
Benutzer =
MName Kennwort Autornatisches Abmel Abrneldezeit Murmmer Kommentar =
§  Administratar S | =] 5 CE [ 2] The user Administrator is &
! Lopez HEEn =] 5 2 |
§ Meier =) 5 =
H =
g Greenwood E B 4 =
§ Peters P = s 5 =3
m
<Hinzufigen: E
e
Gruppen
Mitglied von Name Nurrmer Anzeigename Eennwortalter... | Kommentar
0 Adrministrator group 1 S| Adrministrator group The "Administrater graup is
| | F
W (@) Users 2 Users The 'Users' group is initially
i (@) Adrninistrators 3 Adrninistrators
ﬁ O Service 4 Service
~Hinzufiigen:

The "User view" object offers management of users and passwords on the HMI device.

M Siemens - Color_Filling_Station

Froject  Edit View Inzert Online Options Tools Window Help
Uf i sveprojer & X 18 T X D2 x5 [0 B R S coonline F Gooifine £ B IR "
Color_Filling_Station » Color_Mixing_HMI [TP1200 Comfort] » Screens » User administration — WX

Totally Integrated Automation
PORTAL

] SIMATIC PLC Stat...
E| Startscreen

[ system inform...
[ 5ystem screens

Devices 5
| L 0
3 r .
00 Y o3
3ls
I £dd new screen ~ SIEMENS
0] Diagnosis .
[C] Different jobs :
B tinforma >
] Projec ’ 2
] Reci SIEMENS [Sart screen z
] hecipes SINAATC b ]
g
w

£ system settings

anofey Ut

] User administr..
» [ Sereen management
» L HMtags

24 Connections f‘:

E HM alarms g

& Recipes =

Wl Histarical data £l
» [15) Seripts g5

T scheduled tasks 3

I Cyeles E
» [5] Reports

£a) Text and graphic lists
{§ User administration
» [5i Common dota
» [E2 Documentation settings
L4l Languages & resources
& Project languages

| s:|sv.-_|_'q-}||

- z M

< m i B [ 3] [50% v g

> | Details view | 4 Properties |"l..|nfo i l Y Diagnostics | £

[ e 0 S S O T S NS 8 A

Users with user management authorization have access to the full range of functions in the
user view.

They can create and delete users and change their own password or that of other users.
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3.3.2.9

Multilingualism

S$7-1500

Multilingualism

WinCC supports multilingual user interfaces.

The color mixing system is operated in a new subsidiary in Russia.

3.3 Configure visualization

A Russian user interface is required for maintenance and service technicians.

The example project has been expanded by another language for this purpose.

Gerite

Color_Filling_Statio

V12 » Sprac

Q0

Y cerstekonfiguration
% Online & Diagnose
{ Runtime-Einstellungen
~ [ Bilder
B Neues Bild hinzufigen
[l Diagrosis
] Miscellanecus
[ Froject informations
] recipes
] SIMATIC PLE StatusiForce
F] Starnt screen
] system informations
[ system screens
] system semings
] user administration
+ [ Bildverwaltung
» g HMivariablen
2q Verbindungen
21 HMMeldungen
b Rezepturen
Bl Archive
» [7%) Skeipre
] Aufgabenplaner
) 2yklen
» (i) Protokolle
] Text- und Grafiklisten
i Benumervervaliung
3 .i Gemeinsame Daten
» [E Dokumentationseinstellungen
i :m Sprachen & Ressourcen
i Frojektsprachen
=] Frojekmene
4] Grafiksammiung
¥ (i@ Online Zugénge
» [ Card ReadedUsSB-Speicher

Allgemein

Englizch
[ |Atriknans (Sidafrike)
[ClAalbanisch (Albsnien)
[ClArmenisch (Arrmenien)
[ClAzerbaidsehanizeh (yrillisch, As arbaidschan)
[T Aserbsidschanisch (Lateinisch, Aserbsidschar)
["]Baskisch (Baskenband
[ClBelamssisch (Belans)
[[lBulgarisch (Bulgasien)
[Cl¢hinesisch (Hong Kong $.AR)
[Clchinesisch (Macao SARY
[Clchinesisch {(Singspu)
[ chinesizch (Tarwan)
[Tl chinesiseh (VR China)
[Tl osnisch {Danemark)
& Deutsch (Deutschland)
[[]0eutsch (Liechtenstein)
[[]oeutsch (Luxemburg)
[CDeutsch (Dstemeich)
[C]peutsch (Schweis)
[ClEnglizch {Australien)
[ClEnglisch (Belize)
[ClEnglisch (GroBbritannisn)
[ClEnglisch (iland)
[Clenglisch (larmaiks)
[ClEnglisch (Kannds)
[CIEnglizch (Kanbik)
[C]Englizeh (Neuseeland)
[ClEnglisch (Fhilippinen)
[ClEnglisch (Simbabwe)
<] n

Editiersprache: | Russisch (Russland)
Deutsch (Deutschland)
ISAY

Fussisch (Russland)

Deutsch (D ) [l

sch (Sidafrike)
[ClEnglisch (Trinidad und Tobage)
A Englisch (USA)

[l Estnizeh (Edand
[CFaingisch (Fargar)
[Finmisch (Finnland)

[ Franzisisch (Belgien)

] Franzi sisch (Frankreich)
[ Franzbsisch (Xanode)

[ Franggsisch (Luxemburg)
[CFranzdsisch (Monaco)
] Franzgsisch (Sehwaiz)

[l Galizisch (Galizien)

[l Georgisch {Georgien)

["] Griechisch (Grischenland)
[ Hindi (Indien)
[Clindonesisch (Indone sier)
[Clistandizeh (standy

[ ralignisch (zalien)

[ malienizch (Sehweiz)
[Tapanisch (Japan)
[T]Easachisch (Kasachsar)
[l Eatalanisch (Katalonier])
[Clkirgisisch (Kirgisien)

[ Eenkeni (indien)
[koreanisch (Rares)

[ Erestisch (Krostien)

[ Lemisch {Lemland)

[ Litauisch (Litauen)

[CIMalaiisch (Brunei Donissalem
[ClMalsiisch (Malaysin)
[CMarathi {indier)

[ IMazedanizeh (Mazedanian, Fr
[CImangoliseh (Kyillisch, Monge
[CMiededandisch (Belgien)
[[IMiededindisch (Niederlande)
[[Marwegisch, Bokml (Norweg
[Marwegisch, Mymaorsk (Nanweg
[ClPoinisch (Paler)
[ClPortugiesisch (Brasilien)
[CPortugiasisch (Pertugal
[Crumsrisech (Rurmsaisn)

~

[15anskrit(ndien)

[ 5chwedisch (Finnland)
[]5chwedisch (Schweden)

[l serbisch (kyillisch, Serbien)
[[]5erbisch (Lateinizch, Serbi)
[lslowakiseh (Slowake)

[T slewenisch (Slawenian)
[C1spanisch {(srgentinier)
[C15panisch (Bolrvier)
[lspanischchile)
[C15penisch (Costa Rica)
[I3panizch {Dominikanische ke
[C15penisch (Ecuadon

[ 15panisch{El Sabvaded

[T 5panisch (Guarenmais)

[ Aligemein l

| S Eigenschaften

[%iinfo 0% Diagnose |

The texts are imported again after they have been exported and translated into Russian.

Color_Filling_Station_V12 » Sprachen & Ressourcen »

Projekttexte

[ Anvrendertexte

T2 6 Geritefilter:

Z| Bedienen
=] pediengerser Text
=| Benuzer

Getting Started, 05/2014, ASE03981761-AC

: Color_Mixing_HMI

Deutsch... * Englisc...
) o Eng
Controlling

User group

Kategorie | Russisch (R.. Referenz

=] & &

Systemtexte

o
-

Hmi runti... | Ynpaenesue | Color_Filling_Station_%12\Color_Mixing_HMI [TF1 200 Comlortl\ﬂenu‘wem. -~

Hrni screen Test
Hrni runti...  Benutzer

Color_Filling_Station_v1 2\Color_Mixing_HMI [TP1 200 ComfortfBildensSyste
Color_Filling_station_v1 2\Color_Mixing_HMI [TF1 200 CormfortiBenutze e
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™ Siemens -
Project  Edit
UF (3 [ swveproject &

View Inzert Online Options Tools
X x 922 { 5 0EER F coonline J Gooffline

The Russian texts are displayed in Runtime in case of a language selection.

Color_Filling_Station

Window  Help Totally Integrated Automation
PORTAL

REE®

Devices

500

* _] Color_Filling_Station
B Add new device
ghy Devices & networks

[IY Device configuration
¥ Online & diagnostics
Y Runtime semings
- 'E] Screens
B’ Add new screen
[[] Diagnosis
[ pifferent jobs
[ Project inferma ..
[ Recipes

| Startscreen

£ System inform...
[ system screens
] system settings
] user administr...

» L HM e gs
'2' Connections
EJHM alarms
) Recipes
ﬂ Histoncal data
» [ Scripts

< n

» [l Color_Mbdng_CPU [CP._
= [} Color_Mixing_HMI [TP_.

] SIMATIC PLE Stat...

» [ Sereen mansgement

Roqoe ] ¥)|

SIEMENS

.1uo!1mu!uv 'g'u

SIEMENS I
SIMATIC HMI

wnokey U

-
£
w
g
EX
!
E
2
=
=
8
:
-
g

syse] ‘ql"

> | Details view

4 Portal view
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3.3.2.10 Reports

Reports

Reports are used to record events in a production process as a basis for product testing and
quality control. Alarms and recipe data are output at regular intervals in the form of shift
reports for this purpose.

A report has been created in WinCC for the "Tank_Level" log with alarms for the fill level.

] jati | Color_Filling_Station * Color_Midng_HMI [TF1200 Comfort] » Protokolle ¢ TankLevel Werkoaugs
Gerdte Optionen
100 [Eef=] B I USALE: Asdbs s Ss—2 Becys Bsllls s of tas k 2 =]
B IERT TR Y T DA I E Rl BBl 2 o TRasisobjekte
» (3 Colon_Maing_cow (a1, [ | I15RPERE L B o B
[ Colos_Mbding_Haal [TP120... RS i o L o i il o il o o . / /k A -
I sermekoniguimion i P L
4 Orbine & Dingnose @ O -
Runtime-Einstaliu -
,és,,:::n TR viElemente
& i : ) 5 R A Om
T il 0 1200:00PM  KGQ  1/1/1999 Clssname 0 *  Device oE L 9§
;Zv < nesien 2 normal kursiv normal
iaVaibitdingsn H 1 1200:00PM  KGQ 1/1/1999  Class name 1 *  Device #
E2 kM ebdungen . rorme! [ rormal
= LR 3 2 120000PM  KGQ 1/1/1999  Clasrame 2 *  Device
W aackive 2 Message Text
S 3 120000PM  KGQ  1/1/1999  Clessmame 3 * Device
am’ Caplie : raormal bold normal
Oy 2den = L 1200:00PM KGQ 1/1/1999  Class name 4 *  Device
i Fromkcle . mormal underline normal
&
:
§i Benumerseramlung H
+ 5§ Gemeinsame Daten H o
» 5] Deturmentationseimstellungen Weldepratokol Ideprotok G Eigenschaften  |"info )] & Diagnose ? v | Grafiken |
S Spreche L B SeUicA [ Eigenschaften | Animationen | Ereignisse | Texte | M
_i& Frojebasprachen - o - b L gWincE Gmflkordner
=] Projermmene 1} cigenschohaliste i L Eigene
4 Grafksammbung g >
+ [ Online Zugenge Gerang Einstellungen Meldeklassen
* g Cord ReadedUsB-Speicher | Dasteliung Quelle: | Meldearchivy =] Meldeklasse Aawderen
<] n |2 | versthisdenes Sortierung: | Neueste Meldungruerss =] | Emors = T e
~ | Ditailansicht Zellenpro Binag: [2 Tl || Weminee H
"""""""""""""""""""""""""" - - System
L Meldeorchiv, (Fani_Level Alomns L., Dingnasis events =]
_‘ Uberschaift sichtbar: Acknowledgenment 1=
I Millisek snzeigen: No Adnowledgement =]
Zeithereich _
o et fE | w B
Ende: | Tal)
<[ m] B

S$7-1500
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A report for recipes has also been created in this project.

Color_Filling_Station_V12 » Color_Mixing_HMI [TP1200 Comfort] »

Protokolle » RecipeColorSelection

Optionen
frahoma fWex] B I USAt=E: Az s =2 —: Becis £:llle s =% x 20 |
B A I R R TR AT ST IR T TS T NI RN & TRCICN T ORI L TR (TRl A T 1 Caz ~ | Basisobjekte
mesvewoeet ] [af— A 4
1: Recipe Number: 1 Name: Recipe_1 -
: @ Q@
z | Data record Mumber: 1 Mame: Recipe data record_1 A Q
3: Tag: MName: Type: Value: 1 -
*|  Variable_Number_0 Entry_Number_01  ULONG 689874030 v | Elemente
2 Variable_Mumber_0 Enfry_MNumber_02  LONG -99253259 . = ]
| Variable_Number 0 Entry_Number 01  INT 9 0
2 Variable_Number_0 Entry_MNumber_03  UINT 8172 \';E ﬂ
. Variable_Flag_05  Entry_Flag_05 BOOL False
5 Variable_String_06  Entry_String_06 STRING WinCC flexible RT
: Variable_Date_07  Entry_Date_07 DATETIME  12/30/1899 12:00:00 AM ~ | Controls
2 Variable_Mumber_0 Enfry_Number_08 LONG 6968192 p—
X Variable_Mumber_0 Enfry_Number_09  ULONG 9203155 d Th
S Variable_Flag_10  Entry_Flag_10 BOOL True
s 2

¢ Eigenschaften I"_i.'lnfn jjl& Diagnose

j Eigenschaftsliste

J Eigenschaften [Animatiunen [Eleignisse lTexte I

Algemein
Allgemein
Rezeptur
Gestaltung ptu :
Darstellung Auswahl Narne |T|
Verschiedenes Rezeptumame: Hm
Erste Rezeptur: &) Colorselection ~
Leizte Rezeptur:
Datensatz
i Auswahl Datensat
Datensatname:
Erster D . e
Letter Datensatm [

The reports should be output on a daily basis to a printer which is connected to the HMI

device.

The cyclical output was created with the help of the Scheduler.

§7-1500
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3.33 Insert HMI device from libraries

3.3.3.1 Storing an object in a library

3.3 Configure visualization

Introduction
The global library includes a preconfigured HMI device.
Procedure
1. Open the global library.
2. Drag-and-drop the HMI device "Color_Mixing_HMI" into the "Devices & Networks" editor.
M Siemens
Propect  Bdit  View  Inset Onlme  Options  Toolks  Wndew  Help Totally Integrated Autamation
R seveprciect @ N Tu X D I WOEE QR F coonime Fooctioe fo M T PORTAL
Prajektd * Devices & natworks
| Devices | & Topology view |y Hetwark view Options
N+ R =¥ | % network | L] connections =| £ melstions SR G @2 #H brasyview - ;
1> Fraject Wbsary -1
= QFuels |~ Global Btwaries |3
s S coler wiing.. ¢ e S8l
I [ Colea_hfining_CPU [CPU 15 R I b Ll Buens-and-Somches |8
" Ii Comron data » L Lo Functian -
+ (£ Documantanon s4mmings ¢ [ uonitonngrand-cont [
¥ Linganges & ressinees ¥ Ll Dscumaensanen gl o
O Omiline access b LI nsi_par 5
b Tig) Caed Paader 3B e oy = L Coler_Minng -
- ] Types -
w | ] Master copies -
i a - 28 __|<9lor_:\'mu_“”| -
] Netwark averview |_ Cannections : Falatiamns. _f 10 communic ation ]1 13 jp
| & Propemies  ["info @] % Diaguaestics E_
_- General | -
L
HNo "propeties’ availalle, ET
Ha ‘propemmes’ can be at the moment Thers 13 erher no object selected El
ar the salected object dees not have aey diiplayable propemes
I3 ] 3> <] >
> | Details view > Info (Global libiaries)
4 Partal view
3. The mouse pointer changes into a crosshair with an object symbol attached.
Result
The preconfigured HMI device is created and can be connected to the CPU.
S7-1500
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3.34 Configuring HMI connection

3341 Communication between devices

Communication

The data exchange between devices is referred to as communication.
The devices can be interconnected directly or via a network.

The interconnected devices in communication are referred to as communication partners.

PG/PC/IPC §7-1500
TIA-Portal V12 Comfort Panel
[ Industrial
Ethernet
(LAN)
ET 200SP ET 200MP

[a]
[a]
[u]

0000000
0000000
0000000
0000000
0000000
0000000

Data transferred between the communication partners may serve different purposes:
e Display processes

e QOperate processes

® Qutput alarms

® Archive process values and alarms

e Document process values and alarms

e Administer process parameters and machine parameters

Basic information for all communication

94

The basis for all types of communication is a network configuration. In a network
configuration, you specify the connection that exists between the configured devices.

With the network configuration, you also ensure the necessary prerequisites for
communication, in other words:

e FEvery device in a network is assigned a unique address.

® The devices carry out communication with consistent transmission characteristics.

§7-1500
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3.34.2 Configuring HMI connection

Introduction

You configure an HMI connection between the Comfort Panel TP1200 and the CPU via
PROFINET in the "Devices & Networks" editor.

The available communication partners in the project are displayed graphically in the network
view.

A\ caution

Communication via Ethernet

In Ethernet-based communication, the end user is responsible for the security of his data
network.

Targeted attacks can overload the device and interfere with proper functioning.

Requirements
The following communication partners are created in the "Devices & Networks" editor:
e HMI device: SIMATIC Comfort Panel
e CPU: SIMATIC S7-1500

S7-1500
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3.3 Configure visualization

Procedure
1. Click the "Connections" button and select "HMI connection" for the connection type.
The devices available for connection are highlighted in color.
2. Click the PROFINET interface of the CPU and drag-and-drop a connection to the
PROFINET interface of the HMI device.
M Siemens
Fropect Bdit View  Inzet  Onlme  Options  Tools  Windew  Help Tatally Integrated Automation
G seveprciet @ X WX Mre: G AMEEDR F cooniee Fooomioe fo AR PORTAL
Projektd * Devices & networks
Devices & Topology view |y Hetwark view :m‘ Device view || Options
100 2 | 56 metwark  L§ connectns| M connection [=] [ nelotions 50 5 @ a* o | H vibragyview - ;
3 Highlighted Connection | > | Praject Nbaary i
= [ Frojeles ~ Global libsaries |7
:-J:d: ;::,-'m,’ Color_Miing_ = Calbi_Mixing_ ikt AU M=H -
— . OPU 15111 PH TP1200 Camiort ¥ [ Butenzsand-Sanches |2
b [ Colea_tinineg_ P [P 15
b jtvl:\l_l-'l-ﬁ'lld-[fﬂ?)' l D ¥ Ll Long Functions ]
» Gl Cominen data [ o ¥ [l monmanng-and-cont %
¥ [E] Documenzation semings 1 ql'_ ¥ (IGecumencuon sempl =
b [ Langusges & resources e —— -m ------ * [L] nAC_wr £
» g Oelne aceass w UL Coked_Meng B
» g Card PeaderUsE memory w| f- -:I“*" EL
w | ] Master copies
i a - = 3.3  Gelor_Muang HMI
] Nermark averview _ Conmections | Raelatians _ 10 commanication | BN _E.r
| & Propemies  ["info @] % Diaguaestics E_
| General | 10 tags | Texts .
x:‘fral General ; LEJ
Acgess Conmection E.
Teeng 1y -]
Harma | HUI_connsation_1 -
Connection path
Local Farta
£ . ¥ | I e 2 ES
> | Details view < »| <] ., > hifo (Global libiaries)
4 Paortal view
3. Click the communication partners in the "Network view" and change the PROFINET
parameters in the Inspector window according to the requirements of your project.
Note
The created HMI connection is also shown in the tabular area of the editor in the
"Connections" tab. You check the connection parameters in the table.
You can change the local name for the connection only in the table.
Result
You have created a connection between an HMI device and the CPU.
S7-1500
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3.34.3

Introduction

Procedure

S$7-1500

Connecting HMI tags

1. Open the HMI tag editor.

X Siemens - HMI_Color_Mixing_Complete
Froject Bdr view  inset Online  Options  Tesls  Wndow  Help

3 hE Seepoiet @ X 5 X Dt T 0GB G I Goonine F cootior fo BB

Desices

HMI_Color_Mixing_Complete » Color_Mixing_HM| [TP1200 Comfort] + HMI tags

Tatally Integrated Automation
PORTAL

100

I vecice conbguranan
% Onbne & disgnasnies
§ Purtime settings
¥ [ sereen:
» [ Sereen management
w g Hilitags
4@ Hhav el tags
I #4 new tag table
B Delaukragtab
2, Connections
£ Hull alarens
i Pecipes
2 Heroncal data
b LE) Sompts
E] scheduled tazks
B Cles
¥ [af) Pepeorts
il Teor and graphic lizes
3 e adrmmuctrasion

o | Dretails view

Name

#BE R
HEI eags
Hame o

& _Mieve_Tn_Animatssn
HRI_ALERT_TAHES
HMI_Caliulate_Fillg_Le vl
HI_Filleg_Counter
HI_Filbeeg_FillevgiLaeed_CHITE_C
HII_Fillrg_FillmgLavel_CHITE_)
HM_Fillaneg_FillngLeel_CHTE
Hi_Filbeg_Prllwglssd_Chivk_v
HI_Filleeg_alve_open

M Missi_BUSY

MI_Miser_OH
HRI_Humber_Tins
HMI_Becips_Surrentyalas G
HMI_Recipe_Curentyaboe_k
H_Fecipe_Currentdalae_
HMI_Fecipe_Cusmentyalee_Y
H_Pecipe_RGE_Conven_B
WM Fecipe_RGE_Convert_G
HRMI_Recipe_RGE_Conver_F
HM_Fasat_Filbrig_Lewel ©
HI_Reset_Filbng_Level K
HI_Fazat_Filkreg_Level M
HI_Reset_Filbng_Lewel_y

~AbobooObOOEOODEOOEOEOROD

Tag tabie
Dadanit eag table
Dedani tag table
Cedanit tag table
Dedault tag table
Deedandk pag vable
Dedsuit tag table
Ciedsuit tag vable
Dadut tag nable
Dedaut tag table
Ddsult tag table
Dedault tag nable
Dredank ag vable
Dedpuit tag table
Dedsul tag nable
Diadwde eag table
Dedault tag table
Dedsult tag vable
Dedaui tag able
Diedault tag vable
Dedaeit bag table
Dedsuilt tag table
Dadanie g vable
Dedault tag table

Data rype

int

= Baat
-
Int
Dilet.
Dint
Dilr:
Dirt
Baal
Basl
Basl

T

[ Wi tags [ System tags ||
=

Conmection PLE name
<Inteenal tag
E HA_connec [

HMIL_Coraat.
HM_conmectio
H_conmecng.
HMI_cannechs.
HMI_conmectio
HMI_tornechs
HMI_cornecho
HML_Coraadts.
WM_cormectio
HA_conmecn
HMI_Connrechs.
HMI_conmectio
HRil_carmacns
HMI_cornecho
B ConaeCtis.
WM cormectia
HA_conmecig
HMI_Conereih.
HMI_conmectio
HMI_conmnsg.
HMI_cornecho

saueg &

| =3 Overdew
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Devices & . I.{.Hnlrlan;-t I" Serings I

|3Pwpemes ['_l,,lufn i_l]hblaumostlcs

Disgreis

2. Select the HMI connection you have just configured in the "Connections" column.

3.3 Configure visualization

Once you have created the connection of CPU and HMI device, connect the tags of the two
devices.
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3.3 Configure visualization

Result

98

3. Repeat this procedure for all entries highlighted in red.

Froject Bdit View  Inzet  Online

Options

Toals

Wandos Help

Tatally Integrated Rmuaiéﬂm

F Y E tevepeoet @ K X e G B 0GRS S coonine Fcoomoe ;AR RTAL
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-
10O - [ gk 4|8
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Y Rurnime semngs 1 H_Calculate_Filleg_Leal: Dredaedr tag nable Baal g ot |5
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¥ ] Sereen managemant 40 H_Fillneg Filleglevel CHTVE_C Dedsulr tag table it HMI_conmecion_3 ol
= L Ml tags A il Pilleglevel CHTE_Y Dedaut tag table (=3 HM_tannection_$ el
&g Show alltags 8 HMI_Filleeg_Fillevglevel CHTE.. Defaul tag table Dien HMI_conmection_3¥ =
W 2dd new tag table @ HI_RilkegFilleglevel CMTE_Y Detiudt tag table [ HM_¢onnection_3 Calon
35 Default tag table [35] a H_Fillneg_valve_open Dedauit tag table Baol HMI_connection_% b
2, Conmecnang - A R e BV Dredadr tag nable Baal HM_connecnon 3 Cala
2 HMI alarma A8 EM M ON Dedanlt kag table Bool HKE_conmechon_¥ b
o Recipes @ Ha_lumber_Ting Ciedsait tag vable il HME_conmecion_3 ol
mﬂl:brlltal data 4 i Peipe_Currentiabas_C Dedanir tag nable boen HM_tannection_$ el
[ 8 HRI_Recipe_Cusrentiabse | Dedand tag nable ik HMI_conmection_3 Cobo
4 HMI_Facipe_Cusrantabae_ M Datadr tag nable e HM_ ¢, 3 L8
y g MMI_Recipe_Curreneyabes_Y Dedauit tag table (£ HM_connection_% Cab
(3 ::-j Fepors a HM_Fecipe_FGE_Conven B Dredandr cagnable It HM_conrecnan_3 Cabu
1] Tent ared graphic btz 8 W Pecpe RGE_Conver G Dedanlt kag table Int HKE_conmechon_¥ b
7 Uzer adminiztration - 4 H_Recipe RGE_Conwert_k Ciedsuit tag vable Int HMI_connection_3 ol
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| Detalls view 8 HMI_Peset_Fillng_Level K Dedand tag nable Eaoal HKI_conmection_% L=
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<0 Ha_keset_Pilbng_Level ¥ Dedanit tag able Baal HM_connechion_%Y (chu‘
Hame: :I e = — = st - . - 0 ->
— B4
| 4 Papeimes [‘;l,.lnfn yh's [Hagnastics

Devices B ne.

S HMI tags

An HMI connection had already been created for tags already configured in the CPU and

HMI device.

You have restored this HMI connection.
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3.3.5 Configuring system diagnostics
3.3.5.1 System diagnostics basics
Introduction

You use system diagnostics to detect problems and errors in any part of your plant. WinCC
has two display and operating elements for quick error localization.

System diagnostics view

The alarm view shows the status of a CPU while the system diagnostics view gives you an
overview of all devices available in your system: You navigate directly to the cause of the
error and to the relevant device. You have access to all devices supporting diagnostics you
have configured in the "Devices & networks" editor.

System diagnostics window

The system diagnostics window is an operating and display element that you can only use in
the global screen.

The functions of the system diagnostics window are no different than those of the system
diagnostics view. Because the system diagnostics window is configured in the global screen,
you can, for example, also specify if the object is closable in Runtime.

S7-1500
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3.3 Configure visualization

3.3.5.2 System diagnostics views

Introduction

There are four different views available in the system diagnostics display and the system
diagnostics window.

® Device view
® Diagnostic buffer view
® Detail view

® Matrix view (for master systems, PROFIBUS, PROFINET only)

Device view

The device view shows all the available devices of a layer in a table. Double-clicking on a
device opens either the child devices or the detail view. Symboils in the first column provide
information about the current status of the device.

57-1500-Station_1

|Status  Name Operating state  Shot Typa Order number Address Plant dasig...
B 57-1500-5tation_1 57-1500-5tation 32
o CPU=Proxy 1 | 1 CPU 1511-1 PN BEST 511-1AKD0-0ABO  45*

§7-1500
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Diagnostic buffer view

The current data from the diagnostic buffer are shown in the diagnostic buffer view.

S7-1500-Station_1 | CPU-Proxy_1 \ Diagnestic buffer view

i1 . initia quest: WARM RESTART - CPU changes from STARTUP ko RUN ... ®

0 2 1/11/2012 ication i t: WARM RESTART - CPU changes from STOP to STARTUP...

O 3 1/11/2012 10:49:56 PM  Communication initisted request: STOP - CPU changes from RUN to STOP mode ]

0 4 1/1172012 7:32:36 AM Communication initiated request: WARM RESTART - CPU changes from STARTUP to RUN ... —
O 5 1/11/2012 7:32:36 AM Communication initisted request: WARM RESTART - CPU chamges from STOP to STARTUP.., G

06 1/11/2012 7:32:34 AM ‘Communication initiated request: STOP - CPU changes from RUN to STOP mode

0 7 1/11/2012 7:30:53 AM Communication intisted request: WARM RESTART - CPU changes from STARTUP ko RUN ... ©

O 3 1/11/2012 7:30:53AM  Communication initisted request: WARM RESTART - CPU changes from STOP to STARTUP... [

0 9 1/11/2012 7:21:03 AM Communication intisted request: STOP - CPU changes from RUN to STOP mode

0 .. 1/11/2012 4:33:55 AM ‘Commmunication IrilatedrequatWAﬂ.H RESTART - CPU changes from STARTUP o RUN ... G

0 ...1/112012 4:33:55 AM Communication initiated t: WARM RESTART - CPU changes from STOP to STARTUP...

O .. 1/11/2012 4:22:31AM  Follow-on operating mode change - CPU changes from STOP (initialization) to STOP mode &

0 ... 1/11/2012 4:22:31 AM Power on = CPU changes from NO POWER to STOP (initialization) mode

O ... 1/11/2012 4:21:59 AM Power off - CPU changes from STOP to NO POWER mode =@

© .. 1/11/2012 4:19:51 AM  System initiated request: STOP - CPU changes from STOP (firmware update) to STOP mode &

0 ... 1/11/2012 4:19:51 AM Dmh:ﬂmwmmdmﬂnhmd CPU changes to STOP mode, new startup inhibit set: . -]

O ... 1/11/2012 4:19:51 AM CPU firmware update: lated s sfully = Devica firmware un-duhemumwﬂm <]

0 ... 1/112012 4:19:03 AM S\rmmi‘blb:dl‘!quﬁt Fin'ml.pdm @Uhmﬁﬁmmilmﬂwﬂ -
-l R e L LT - P oo L WA PR L AR T T T et -y —
4 3

D -

Detail view
The detail view gives detailed information about the selected device and any pending errors.
Check whether the data is correct in the detail view. You can cannot sort error texts in the
detail view.
$7-1500 station_1 \ DI32
‘Statws & ]
* Name DI32
* Betriebszustand
* Baugruppentréger 0
* Steckplatz 3
" Typ DI32
* Bestellnummer 6ES7 521-1BLO0-0ABO
" Adresse 259*
* Anlagenbezeichnung
* Positionskennung
* Hersteller ID SIEMENS AG
* Hardware Version 97
* Profil ID
* spezifische Profildaten 0003
* 1&M Datenversion 11
* Fehlertext Drahtbruch
Hilfe: Kontrollieren Sie den Zustand der Verbindungsleitungen.
A
Q)| e =&
S7-1500
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Matrix view

The matrix view is only available for master systems. The matrix view shows the status of
the subdevices of the master system.

e |n PROFIBUS, the numbers assigned by Profibus are used as identification (DP station
number).

® The IO devices are numbered consecutively from 1 in PROFINET.

10 System_2

210 System_2|

12001 E12002 12003 12004 12005

| «|=»|

Navigation buttons

Button Function

=

Opens the child devices or the detail view if there are no child devices.

Opens the parent device or the device view if there is no parent device.

Opens the device view.

Opens the diagnostic buffer view. Only visible in the device view.

Refreshes the view.

<
A
s
o

Configured softkey, for example F2
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3.3.5.3

Introduction

Requirements

Procedure

S$7-1500

3.3 Configure visualization

Configuring the system diagnostic view

You add a system diagnostics view to your project to get an overview of all devices available
in your plant.

® CPU has been created.

® The Inspector window is open.

1. Double-click the "Diagnostics" HMI screen.

M Siemens - Color_Filling_Station

Project Edit View Insert Online Options Tools Window Help Totally Integrated Automation
i Rl sovepoject & X 11 X D2 G 5 B R ¥ coonline F cooiiine fo AR " PORTAL
Devices | Options A
5 Hil o
T00 kR Za@mt =1
v | Basic objects g
w _] Color_Filling_Station
B’ Add new device / /\ A P ;’.,
b Devices & networks O Ez A >
» (il Color_Mixing_CPU [CPU 15131 : b ES
r: i SIEMENS [Grart seroen ]
] Color_Mixing_HMI [TP1200 C... SMATIC bt =
Y Device configuration 2
=
Y Online & diagnostics “ g
Y Runtime settings s
~ [ Screens B
W Add new screen E
[[] Diagnesis g
[[] pifferent jobs i
] Project information —
] recipes ~ | Elements. ‘3
] SIMATIC PLC StatusiForce s e 2
] swrscreen 0@ =5 (o Ady =
] system information L i
=l L) - |o I )
O] System sereens 32! “E JJ EE-I ;Ei
] 5ystem settings S \ 5
] = &% (L °
] user administration = W "-) H
» [ Screen mansgement
» L WM ags ?
'2' Connections B
EAHM alarms 5
i) Recipes 7l
m Historical data
» [[5] Scripts
< S (>[5 3| |50% = I e (p‘ | a
> | Details view | 4 Properties I‘_'i_\..ln!o 1| % Diagnostics ¥ > | Graphics

4 Portal view 3 overview | ¥ Settings | Devices.. | 3 mitegs |72, connec.. |1 bra ixing was created.
&
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3.3 Configure visualization

2. Double-click the "System diagnostics view" object in the "Tools" task card. The object is
added to the screen.

M Siemens - Color_Filling_Station

Project Edit View Insemt Online Options Tools Window Help Totally Integrated Automation
O (YRl soveproject & X 1 Ta) x Oy [ G it [} & Goonline ¥ Goofiine fo [A R * PORTAL
...or_Mixing_HM [TP1200 Comfort] » Screens » Diagnosis
Devices Options _5
500 2 k 2@ (] §'
v | Basic objects s
v | Color_Filling_Station ~ SIEMENS A
B’ Add new device / N A > E
ghy Devices & networks o i] A o >
» (il Color_Mixing_CPU [CPU 151341 . Ad | E
~ [} Color_Midng_HMI [TP1200 C_.. H
Y Device configuration s
% Online & diagnastics i
Y Runtime settings
v [ Screens =
B Add new screen E
] Diagnosis =
[C] Different jobs 1
] Project information = —
[ Recipes v | Elements f;:
[C] SIMATIC PLC StatusiFarce = ' P 2
) star screen 0 o oy L |B
] System information L i 2
= ] = [l i “
] System screens 5| ll_:; i_J LY. g
[[] 5ystem settings S5, 2.
— = v L s
[[] user administration - W ) ]
» [} Screen management
» Lo HM tags ?
"2 Connections v Contr_ols o
£ HM slarms Py
B2 v =] |12]x
& recipes Nl R
m Historical data
3 :-: Scripts =
va T e ek 3 31 150%
> | Details view | & Properties ]'L.Info i
4 Portal view = ovenview | ¥ semings | A Devices... |3 HMitegs |2, Connec... | | Diagno...

3. Select "Properties > Properties > Columns > Devices/Detail view" in the Inspector
window.

4. Enable the columns that you require in the device view for Runtime, for example, State,
Name, Slot.

5. Enable the columns that you require in the detail view for Runtime, for example, State,
Name, Higher level designation.

6. Enable the columns that you require in the diagnostics buffer view, for example: State,
Name, Rack.

If necessary, adapt the headers to the columns.

8. Enable "Properties > Properties > Layout > Column settings > Columns moveable" to
move the columns in Runtime.

9. You can change the column headers under "Properties > Properties > Column headers",
if necessary.

Result
The system diagnostics view has been added to the "Diagnostics" screen.

Error messages for the entire plant are now displayed in the system diagnostics view in
Runtime.
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3.3.6 Simulating an HMI device
3.3.6.1 Simulation basics
Introduction

You can use the simulator to test the performance of your configuration on the configuration
PC. This allows you to quickly locate any logical configuration errors before productive
operation.

You can start the simulator as follows:
® |n the shortcut menu of the HMI device or in a screen: "Start simulation”
® Menu command "Online > Simulation > [Start|With tag simulator|With script debugger]"

e Under "Visualization > Simulate device" in the portal view.

Requirement

The simulation/runtime component is installed on the configuration PC.

Field of application
You can use the simulator to test the following functions of the HMI system, for example:
e Checking limit levels and alarm outputs
e Consistency of interrupts
e Configured interrupt simulation
e Configured warnings
e Configured error messages

e Check of status displays

S7-1500
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3.3.6.2 Operating the panel in simulation

Introduction
You simulate the HMI project on your computer.

Procedure
1. Start the simulation of the HMI device.

SIEMENS SIMATIC HMI

SIEMENS
SIMATIC HMI

T T

Reset filling

i :
Process control
r
f - !
- —) -
\ j

Q Fill recipe
Q Start mixing

Q Fill cans with color mixture

=
=9

3% @)

A connection to the CPU is established and the color mixing system is displayed in the
simulation.

2. Open the "Recipes" screen and select a color.
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3.3 Configure visualization

3. Specify the number of cans and view the selected color.

SIEMENS

SIMATIC HMI

SIEMENS
SIMATIC HMI

- || 5:04:04 PM|

Color selection recipe
Recipe Name:

Data Record Name:

[Cam:ine

Cyan
Magenta
Yellow
Black

LICIL]

Transfer completed

S7-1500
Getting Started, 05/2014, ASE03981761-AC

I 2.’13}2014'

Display CMYK values

Cyan Magenta Yellow
100 100 3 100

80 : 80

&0 60

40 -

20 -

o 1

Display color selection

Display
RGB value

Akl ol

107



Software section
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4. Go back to the start screen and start production.

SIEMENS SIMATIC HMI

o || 5:01:35 pra| [—

SIEMENS |
|_2/1372014)

SIMATIC HMI

e e

Reset filling

Process control

Q Fill recipe
Q Start mixing

g; Fill cans with color mixture
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5. You can query the current CPU status in the "Diagnostics" screen.

SIEMENS SIMATIC HMI

SIEMENS
SIMATIC HMI

S71500/ET200MP station_1 | Color_Mixing_CPU
.| Stot

1

1

1

3

CPU 1511-1... |6EST 511-1... |49™
PROFINET-...
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3.4 Loading the project info the programming device

3.4 Loading the project into the programming device
3.4.1 Load CPU to project
Introduction

You can create a new station including the actual values from the hardware configuration
and the user program.

Procedure
1. Open the dialog for loading from the CPU.

M Siemens - Color_Filling_Station?2

Project  Edit  View lmenm | Onloe  Options  Tools  Window  Melp Tatally b snted Automation

Y sveproper &L | |9

A

ne ¥ Go otties | Jlo 1A [ * PORTAL

Project tree
109

[ ]

-
i Add e deice
oy Devizes & netweds | o
* 5 Commen dana
¥ [ Decumentation sem
¥ [ Languages & resoun|
» ' Owding Brcess
» (g Card BeadenUSE meme fip Aocestible devices

SBURM]

HIA Device maintenance r

i Languagei & retources

G Properties l‘L. Infa st
A Portal view ~ qg_Su eated

2. Select the interface with which the programming device is connected to the CPU. The
search for accessible nodes starts automatically.

3. Load the CPU in the project.
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Result

S$7-1500

3.4 Loading the project info the programming device

The hardware and software configuration of the CPU are loaded into the project. The project
now contains, for example, program blocks and tags.

W S Color_Filling_5t o

2

Project  Edit  View Wsenm Online  Options  Tools  Window Melp

(Yl savepojers @ N T ¥ 2@ [ 5 MEE G S cooniine F coctis fy MMM "

w_Fillling_Station2 » Color_Mixing CPU [OPU 1511-1 PH] » PLCtags » Default tag

Totally Integrated Automation
5 PORTAL

bile [92]

=0 EX

Devices |@ Tags | ® User constants I,F_\ System constants ||
100 2ee 2 =a 4 (¥
Default tag table &
= [[j Coles_Mixing CPU[CFU1S.. |~ Hame Daca type Address Rewsin ikl Acces. Comenest
[If Deice conbguranion 1 <) FILLING_WALVE_GFEN | Bont u| %000 =) =] = -
R Online & disgnossics I @ Comeyer_Find_Fillpesiton " mout %00.1 =) =] u E
= [ Program blocis 3 ol Cofreeyer_Move_Cytle Eool %002 =) =] E
B Add new block 4 @ Conveyer_Rllponmen_teund Bool SO0.5 1=l = H
& Main [D235) 3 Al Corrveyar_Cyche_done Boal w004 =] =]
& EroriD_to_ErenTest [... 6 M O Bool w003 1=l =
& SCL_Comeem CMYK_T. 7 4 RECIFE_RGE_CONVERT_R [ NEE =) =
& LAD_Contrel_Color_V & 0 RECIFE_RGE_CONVERTG 5 LTE 1=l =
& LAD_Locsl_Eror_Ham_ ] ) RECIFE_RGE_CONVERT B [ NED =) =
& LAD Mo [FE4] wl|ie - swer e REoee Bosl 001 =) =
&F LAD_Taniks_Filing_Le. 11 4 VALVE_CONVEYOR_BUSY Baol w1 =) =
& 50L_Vahve_Convey. 13 FILLING_DONE Bool WA 1=l =
il Filling jp&n] 13 4 FILLSNG_COMVEYOR_ET e D50 =) =
I LAD_Conrel_Colar V. 14 FILLING_VALVE_ET Time BADEE 1=l =
i LAD_Lecal Erar Ham 15 FILLING_COUNTER [ s k= =
i LAD_hiser DB [DB4] 16 40 STOR_FESET_FILLING PROCESS Bosl %1002 =) =]
[ LAD_Tanis_Filling_Le 17 BECIFE_Currentvalue_C Dt R0 =) =]
i LEH_ivDutvalues (DB 18 RECIFE_Cumentialue i Dint RUDEE 1=l =
i ScL_vahee_Convey. i BECIFE_Curentialue ¥ [ RADED = =
b o System blogks 3 EECIFE_Cumentialus K Dint BDES 1=l =
¥ [ Techrslogy shijeets 1] BESET_FILLBNG_Level Baal B0 =) =]
¥ G Estermal seurce Sles 33 RESET_FILLING Level Baoal g1 1=l =
= L3 FLC g 33 40 EESET_FILLBNG Level ¥ Boal g2 1= =]
G Shew alltags 34 EESET_FILLING Level E Baal S 1=l =
B Add new g makile 35 40 ALERT_TANES Baal w00 =) =]
3 Delauk nag wbie [92] 36 R Com Sim Bool LA 1=l =
o [T e deae mmna b= T — — L
] [ 3 (<] = »
¥ | Daetails view
Ea | % Defoult tag ..
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3.5 Team engineering via Inter Project Engineering

3.5 Team engineering via Inter Project Engineering
3.5.1 Basics of "Inter Project Engineering"
Introduction

In this section, you will learn about the benefits of team engineering and how to create the
required CPU data for an HMI project engineer. As an HMI project engineer, you will learn
how to use this CPU data in your project.

Distributed configuration

You can use "Inter Project Engineering" to develop the user program and user interface in
parallel at different locations. The HMI project engineer requires no CPU user program.
There is no need for a STEP 7 installation.

Only tags, blocks, messages and address information of the CPU interfaces are ultimately
relevant for the connection of an HMI device to a CPU. The programmer can conveniently
export this data to an IPE file, which is imported into the project by the HMI developer.
Updates are possible at any time by transferring a new IPE file.

The data are consistent after loading to the CPU and HMI device. The connections to the
CPU created in the HMI configuration remain up-to-date.

Note

You can integrate the new Basic Panels 2nd Generation and Comfort Panels to STEP 7
projects as of V5.4 SP3 with an import into the TIA Portal.
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3.5.2 Creating an IPE file

3.5 Team engineering via Inter Project Engineering

Introduction
You want to use a compact HMI device to display of fill levels directly at the paint mixing
plant. You hire an engineering firm for the visualization and the provide the required CPU
data as an IPE file.
Procedure
1. Add new proxy data for the CPU.
2. Enter a name and select the required CPU data.
| mens - Color_Filling Station
Project  Edit  View lmen Onlne  Options  Tools  Window  Melp Totally Integrated Automation
G B svepieer & X 1 5 X W2 H 5 E QR F cooning Foootine foMIM PORTAL
o bor_Filling_Station » Color_Mixing OPU [CPU 15111 PH] » Device proxy data * FillingLevels -
| Devices | %]
109 = General E'r
[ Cslor_Filling_Station Hame. | rilingLevels |
..'M-!nendr.n:e B T I—I]
oy Devazes & netweris E
w [ Coles_Misdng CPU [CPU 151, g
[If Deice conbguranion ]
% Online & disgnoseics ~1 |
¥ gl Program Blocks o
[ T
¥ g FLC wgs
» [ PLC dotm types Definition of the content
¥ 35 Wanch and feece tables = [ g Frogram Blocks ~
B Tces =1 i
= [ Device proy daea £ @ LAD_Contral_Color_Vakes_DB (083
Iﬁmd W dEvasE prody ] @ LAD_Tenks_Filling_Level D8 [DB3]
) i Fllinglevels ] [ LAD_iser_D8 [OBS]
B Progrmm inko ] @ 5L Vahee_Conveyor_08 [085]
| FLE alaems ] § LB nOutvalues [08132)
4] Tozksn ] @ LAD_Lecal_Ervor_Hardling_08 [0810]
b g Lecal modules ¥ 215 System blocks
¥ 1] Codor_Mbdag_H [IF1300 = DIl Technclogy objects
* 5 Commen daa - g hcags
b [ Decumentation Serungs 7] % Dttt tag iable
b [§ Languages & resources 7] Sy Tags_Chivi_RGH_Convert
¥ (i Ooling Becess =] S Togs_Milling_Process
b g Card BoadenUSE memany ] %y Tags_Mixing_Process
IFA PLC alarms 4
L4 ¥
» | Details view qQ Properties  |"infe 1] % Diagnosties
Lzz] Ovendiew IQ Device proxy... v Project sav aE
3. Export the proxy data.
Result
The IPE file is created. You can send the IPE file, for example, as e-mail to the engineering
firm.
S7-1500
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3.5 Team engineering via Inter Project Engineering

3.5.3

Introduction

Procedure

114

Importing an IPE file

M Siemens - ColorFillingStation Basic

Project  Edit  View lnsen

I sepjer & |

100

w | ColrFilingSeananBasic
i Add e device
oy Devazes & netweris
w [, PLC_Preoy | Device Pry
[If Device combguean
b L Lecal modules
» 5} Commen dans
F [E] Decumensation sem
» [ Lenguages & resou
» g Oedine pocess
» (i Card BeadenlISE mem

Onlne  Options  Tools  Window  Help
Fnitialize device proxy - FLC_Proxy

» | Details view

A Portal view

Initialize device proxy from file:

Diefined device prowgy dea:
< i, FllingLevels

Device peoy dans CONGENT
= [ 2 Program blecks
¥ @ Filing

9 Properties I‘L. Infa 4 | o gnosties |

2. Use the Device Wizard to insert a Basic Panel.
3. Create the HMI tag for the fill level of the "Cyan" color and select the PLC tag.

In the engineering office, the project engineer creates a device proxy in a new project and
initializes it with the CPU data from the IPE file. The project engineer repeats the initialization

for each update of the IPE file.

. Create the device proxy for the CPU in a new project and initialize it.

Totally Integrated Automation
PORTAL

sapemn) £ syse] gl
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3.5 Team engineering via Inter Project Engineering

4. Create the other HMI tags in the same way.

M Siemens - ColorFillingStation Basic
Project  Edit  View Wsenm Online  Options  Tools  Window Melp Tatally b eatad Automation
d A wpopee @ Ny e { 3D E QR S coonine Focoriee fa A" PORTAL
ColorfillingStationdasic » HM_1 [KTP400 Basic PHI » HMI tags
=
& 2w B =1 E‘
HM tags =
Hame & 3g wable Des pype Lonnecoan FLC rame Pl mag .
4 Tag ScreenMumber edaile tag bl L <amemal wgs « IEI
- FilingLevel|_QWi¥_C elauit cag wble Dine HM_Cemnecne.. PLC Preoy Filkng FillingLevel CMYE_C  |&°
4 FilingLevel_JCWE_M efauin g mbile Dot HM_Cemnerno... PLE_Provy Filing FilingLevel_cwrne M |5
< FilingLevel_ QWK _Y elauit eag wble Dine HM_Cemnecne.. PLC Preoy Filbng FillingLevel_CMK_Y H
G FilingLevel_OUE_K elauin g mbile Dot HM_Cemnesno... PLE_Pravy Filking FillingLevel CMYK_K
whdd news
[ »
| & rroperties  [*linte L] U Diagnostics

i wizend y configured K

[ T =T e

5. Configure a bar graph to display the fill level of the "Cyan" color.
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6. Create a bar graph for the other fill levels in the same way.

: G2 Totally Integrated Automation
DX e R DG WG Gooniee S cootiee G R " PORTAL

3
W B I USALE: Asfhs gs =s —s Bechr Belllsms prosll E
g4
SIEMENS SIMATIC HMI =]
¥
i [Roct screen
]
E
B
-
100% Fl i 98|
Bar 4 |6 [l Properties  |"iainlo 1] % Diagnostics L A-kad]C.
1 P\rmrﬂﬂ | Animations | Events | Tests =
13 Propety st | cenee g
n.
e Process H
Bordes nype Maxmum icale [..m ] |
Scabes : vl j{
Lak#t Ju x Process tag: | Fillnglevel TV £ ¥
Layeut | RiCiag:  Flling FilingLevel CAVE_K - 5
Test format T
Lirmasg Addeesi; D |
Seyleiesigns Minimum scale [ |

Miscellaneous vl -
T T
—

7. Compile the project.

Result

The project can now be loaded to the HMI device from the commissioning engineer. The
communication with the CPU is up-to-date thanks to the CPU data from the IPE file.
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4.1 Overview of the protective functions of the CPU

Introduction

This chapter describes the following functions for protecting the S7-1500 automation system
against unauthorized access:

® Access protection

e Know-how protection

e Copy protection

® Protection by locking the CPU

Further measures for protecting the CPU

The following measures additionally increase the protection against unauthorized accesses
to functions and data of the S7-1500 CPU from external sources and via the network:

® Deactivation of the Web server
e Deactivation of the time synchronization via an NTP Server
e Deactivation of the PUT/GET communication

When the Web server is used, you protect your S7-1500 automation system against

unauthorized access by setting password-protected access rights for specific users in the
user management.
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4.2 Using the display to configure additional access protection

Introduction

On the display of an S7-1500, you can block access to a password-protected CPU (local
lock). The access lock is only in effect, when the operating mode switch is in the RUN
position.

The access lock applies independently of password protection, i.e. if someone accesses the
CPU via a connected programming device and has entered the correct password, access to
the CPU is still blocked.

The access block can be set separately for each access level on the display, so that, for
example, read access is allowed locally, but write access is not allowed locally.

Procedure

If an access level with a password is configured in STEP 7, access can be blocked using the
display.

Proceed as follows to set the local access protection for an S7-1500 CPU on the display:
1. On the display, select Settings > Protection menu.

2. Confirm the selection using "OK", and configure for each access level, whether access at
the RUN mode selector is allowed or not:

Allow: Access to the CPU is possible, provided the corresponding password in STEP 7 is
entered.

Deactivated in RUN: When the operating mode switch is in the RUN position, no more
users with privileges for this access level can log in to the CPU, even if they know the
password. In STOP mode, access is possible with password entry.

Access protection for the display

A password can be configured for the display in STEP 7 in the properties of the CPU so that
the local access protection is protected by a local password.
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4.3 Know-how protection

You can use know-how protection to protect one or more blocks of the OB, FB, FC type and
global data blocks in your program from unauthorized access. You can enter a password in
order to restrict access to a block. The password protection prevents the block from being
read or changed without authorization.

Without the password only the following data concerning the block can be read:
® Block title, comments and block properties

® Block parameters (INPUT, OUTPUT, IN, OUT, RETURN)

e (Call structure of the program

® Global tags without information on the point of use

Further actions that can be carried out with a know-how protected block:

e Copying and deleting

e (Calling in a program

® Online/offline comparison

® |oad

S7-1500
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4.3 Know-how proftection

Setting up block know-how protection

1. Open the properties of the respective block.

2. Select the "Protection" option under "General".

6.
7.

Protection

Know-how protection

|The block is not protected.

|| Frotection I|

Copy protection

| Bind to serial number of the CFU.

@ Enter serial number: |s C-BZH10029

Click the "Protection" button to display the "Know-how protection” dialog.

Know-how protection %

| oK | | Cancel |

Click the "Define" button to open the "Define password" dialog.

Define Password ')(

Define passward:

Mew password: | LR “'|

cConfirn passward: |

r (el ‘ | Canecel |

"Confirm password" field.

Click "OK" to confirm your entry.

. Enter the new password in the "New password" field. Enter the same password in the

Close the "Know-how protection” dialog by clicking "OK".

Result: The blocks selected will be know-how-protected. Know-how protected blocks are
marked with a lock in the project tree. The password entered applies to all blocks selected.

120
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4.3 Know-how proftection

Opening know-how protected blocks
1. Double-click the block to open the "Access protection” dialog.
2. Enter the password for the know-how protected block.
3. Click "OK" to confirm your entry.
Result: The know-how-protected block will open.

Once you have opened the block, you can edit the program code and the block interface of
the block for as long as the block or TIA Portal is open. The password must be entered again
the next time the block is opened. If you close the "Access protection" dialog with "Cancel",
the block will open but the block code will not be displayed and you will not be able to edit
the block.

The know-how protection of the block is not removed if, for example, you copy the block or
add it to a library. The copies will also be know-how-protected.

Removing block know-how protection

1. Select the block from which you want to remove know-how protection. The protected
block may not be open in the program editor.

2. In the "Edit" menu, select the "Know-how protection" command to open the "Know-how
protection" dialog.

3. Deactivate the "Hide code (Know-how protection)" check box.

Know-how protection [%

[ Hidle code (know hew protection) |

Passward: [=axaxsesxes | &

r (el ‘ | Canecel |

4. Enter the password.

Know-how protection %

DEHide code (know haw pratection)

Fassward: | | E

r [u]8 1 | Cancel |

5. Click "OK" to confirm your entry.

Result: Know-how protection will be removed from the block selected.
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4.4 Copy protection

Copy protection allows you to bind the program or the blocks to a specific SIMATIC memory
card or CPU. Through the linking of the serial number of a SIMATIC memory card or of a
CPU the use of this program or of this block is only possible in combination with a specific
SIMATIC memory card or CPU. With this function a program or block can be sent
electronically (e.g. by e-mail) or by shipping a memory module.

When you set up such a copy protection for a block, also assign know-how-protection to this
block. Without know-how protection, anyone can reset the copy protection. You must,
however, set up copy protection first as the copy protection settings are read-only if the block
is already know-how-protected.

Setting up copy protection

1.
2.

122

Open the properties of the respective block.

Select the "Protection" option under "General".

Copy protection

|II-:- binding |v|

Enter serial nurnber | |

In the "Copy protection" area, select either the "Bind to serial number of the CPU" entry or
the "Bind to serial number of the memory card" entry from the drop-down list.

Copy protection

Bind to serial number of the mermary card. -
Mo Binding
Bind to serial number of the mermory card.

Bind to serial number of the CFU.
Enter the serial number of the CPU or the SIMATIC memory card.

Copy protection

| Bind to senal number of the mermary card. |v|

&) Entersenal number: || |

. You can now set up the know-how protection for the block in the "Know-how protection”

area.

Note

If you download a copy protected block to a device that does not match the specified
serial number, the entire download operation will be rejected. This means that blocks
without copy protection will also not be downloaded.
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4.5 Protection by locking the CPU

Removing copy protection
1. Remove any existing know-how protection.
2. Open the properties of the respective block.
3. Select the "Protection" option under "General".
4. In the "Copy protection" area, select the "No binding" entry from the drop-down list.
Copy protection

Nobindng [

Enter serial nurmber |

4.5 Protection by locking the CPU

Protect your CPU from unauthorized access using a sufficiently secured front cover.
Using the latch on the CPU cover, you have the following options:
e Affix a seal

® Secure the front cover with a lock (shackle diameter: 3 mm)

5

4.6 Configuring access protection for the CPU

Introduction
The CPU offers four access levels, in order to limit access to specific functions.

By setting up the access levels and the passwords for a CPU, you limit the functions and
memory areas that are accessible without entering a password. The individual access levels
as well as the entry of their associated passwords are specified in the object properties of
the CPU.
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4.6 Conlfiguring access protection for the CPU

Access levels of the CPU

Access levels Access restrictions

Complete The hardware configuration and the blocks can be read and changed by all users.
access (no

protection)

Read access With this access level, read-only access to the hardware configuration and the

blocks is possible without entering a password, which means you can download
hardware configuration and blocks to the programming device. HMI access and
access to diagnostics data is also possible.

Without entering the password, you cannot load any blocks or hardware
configuration into the CPU. Additionally, the following are not possible without the
password: Test functions which write, changing the operating mode (RUN/STOP),
and firmware update (online).

HMI access With this access level only HMI access and access to diagnostics data is possible
without entering the password.

Without entering the password, you can neither load blocks and hardware
configuration into the CPU, nor load blocks and hardware configuration from the
CPU into the programming device. Additionally, the following are not possible
without the password: Test functions which write, changing the operating mode
(RUN/STOP), and firmware update (online).

No access When the CPU is completely protected, no read or write access to the hardware
(complete configuration and the blocks is possible. HMI access is also not possible. The
protection) server function for PUT/GET communication is disabled in this access level

(cannot be changed).

Authentication with the password will again provide you full access to the CPU.

Each access level allows unrestricted access to certain functions without entering a
password, e.g. identification using the "Accessible devices" function.

The CPU's default setting is "No restriction" and "No password protection”. In order to protect
access to a CPU, you must edit the properties of the CPU and set up a password.

Communication between the CPUs (via the communication functions in the blocks) is not
restricted by the protection level of the CPU, unless PUT/GET communication is deactivated.

Entry of the right password allows access to all the functions that are allowed in the
corresponding level.

Note
Configuring an access level does not replace know-how protection

Configuring access levels prevents unauthorized changes to the CPU, by restricting
download privileges. However, blocks on the SIMATIC memory card are not write- or read-
protected. Use know-how protection to protect the code of blocks on the SIMATIC memory
card.

§7-1500
124 Getting Started, 05/2014, ASE03981761-AC



Security

4.6 Configuring access protection for the CPU

Parameterizing the procedure at access levels
To configure the access levels of an S7-1500 CPU, follow these steps:
1. Open the properties of the S7-1500 CPU in the Inspector window.
2. Open the "Protection" entry in the area navigation.

A table with the possible access levels appears in the Inspector window.

Protection level Access ACCESS permission
Protection HRI Read Write Password Confirrmation
@ Full access ino protection) v v W
D Read access L4 L4
() HMI access A4
D Mo access (carmplete protection)

3. Activate the desired protection level in the first column of the table. The green
checkmarks in the columns to the right of the respective access level show you which
operations are still available without entering the password.

4. In the "Password" column, specify a password for the selected access level. In the
"Confirmation" column, enter the selected password again to protect against incorrect
entries.

Ensure that the password is sufficiently secure, in other words, that is does not follow a
pattern that can be recognized by a machine!

You must enter a password in the first row ("Full access" access level). This enables
unrestricted access to the CPU for those who know the password, regardless of the
selected protection level.

5. Assign additional passwords as needed to other access levels if the selected access level
allows you to do so.

6. Download the hardware configuration to the CPU, so that the access level will take effect.

Behavior of a password-protected CPU during operation
The CPU protection takes effect after the settings are downloaded in the CPU.

Before an online function is executed, the necessary permission is checked and, if
necessary, the user is prompted to enter a password. The functions protected by a password
can only be executed by one programming device/PC at any one time. Another programming
device/PC cannot log on.

Access authorization to the protected data is in effect for the duration of the online
connection, or until the access authorization is manually rescinded with "Online > Delete
access rights".

Access to a password-protected CPU in the RUN mode can be limited locally in the display
so that access with a password is also not possible.
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4.7 Conlfiguring protection of the HM/ connection

4.7

Introduction

Procedure

Result

126

Configuring protection of the HMI connection

If the protection level "Complete protection" was set for the CPU, the HMI device can only
access the CPU with the password stored there.

This function is only available with HMI devices from SIEMENS.

1. Open the "Connections" editor in the project tree.

2. Select the integrated connection.

3. Enter the password for the CPU in the "Password" area.
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The HMI device can now communicate and exchange data with the CPU.
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